Moodle Plugin Data Audit

The University of Nottingham Moodle system makes use of modular ‘plugins’ to provide
functionality to users. Each of these plugins may store personal data in specific tables
inside the main Moodle system.

On the following pages is a list of all of the available functionality in the Moodle system
and a statement relating to what (if any) personal data that functionality stores (correct
as of December 2020).

Note that the choice of functionality in a taught Moodle module is made by the module
teaching team. An average Moodle module will make repeated use of a very small subset
of the entire functionality available. Note that user data is only stored when a specific
module makes use of that functionality.



University of Nottingham Moodle

Dashboard > Site administration > Users > Privacy and policies > Plugin privacy registry

Plugin privacy compliance registry

Icons used on this page and what they mean.

A

This plugin does not implement the Moodle privacy API. If this plugin stores any personal data it will not be able to be exported or deleted

through Moodle's privacy system.

Additional

An additional plugin installed on this site.

This plugin is using an old version of one of the privacy interfaces and should be updated.

This plugin has the base provider but should also implement the userlist provider for full support of privacy functionality.
Collapse all

~ Antivirus plugin

~ ClamAV antivirus

The ClamAYV antivirus plugin does not store any personal data.

- Availability restriction

~ Restriction by activity completion

The Restriction by activity completion plugin does not store any personal data.
~ Restriction by date

The Restriction by date plugin does not store any personal data.

~ Restriction by grades

The Restriction by grades plugin does not store any personal data.

~ Restriction by group

The Restriction by group plugin does not store any personal data.

~ Restriction by grouping

The Restriction by grouping plugin does not store any personal data.

~ Restriction by profile

Tha Dactrintian hiu nrafila nliiain AAase nat ctAra anv nareanal Aata



IS nNGaUILUvIH TUIHIG PIUYI UUGD 1IUL DLWUIG all Si1ouvIial uala.
Yy~ MUy

~ Question type
~ Calculated

The Calculated question type plugin does not store any personal data.

~ Calculated multichoice

The Calculated multichoice question type plugin does not store any personal data.

~ Calculated simple

The Calculated simple question type plugin does not store any personal data.

~ Drag_and drop onto image

The Drag and drop onto image question type plugin does not store any personal data.

~ Drag and drop markers

The Drag and drop markers question type plugin does not store any personal data.

~ Drag and drop into text

The Drag and drop into text question type plugin does not store any personal data.
~ Description
The Description question type plugin does not store any personal data.

v Essay

The Essay question type plugin does not store any personal data.

~ Select missing words

The Select missing words plugin does not store any personal data.

~ Matching

The Matching question type plugin does not store any personal data.

~ Missing type

The Select missing words question type plugin does not store any personal data.

+ Embedded answers (Cloze)

The Embedded answers (Cloze) question type plugin does not store any personal data.

~ Multiple choice

Tha Multinla rhnica Anactinn tvna nliiain dnae nat ctara anv nareanal Aata
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~ Numerical

The Numerical question type plugin does not store any personal data.

- Pattern match(*®r")

qtype_pmatch_testquestio Number of pattern match question attempts to show per page.
n_pagesize

user_preference

~ Random

The Random question type plugin does not store any personal data.

~ Random short-answer matching

The Random short-answer matching question type plugin does not store any personal data.

~ Short answer

The Short answer question type plugin does not store any personal data.

~ True/False

The True/False question type plugin does not store any personal data.

- Variable numeric(**#r)

The Variable numeric plugin does not store any personal data.

~ Variable numeric set(**°)

The Variable numeric set plugin does not store any personal data.

~ Activity module

~ absenceform("ir)

absenceform_reasons Stores the reasons users have given for an absence

database_table

userid The user who was absent

session_name The name of the session the user was absent from

reason The reason given by the user for their absence

notes Additional notes given by the user to explain their absence
submit_time The time at which the user submitted their reason

- Allocation forms (eForms)(****)

allocationform_choices Stores the choices a user has made on an allocation form

database_table

userid The user making the choices

choicel The user's first preference



choice2
choice3
choice4
choice5
choice6
choice7
choice8
choice9
choice10

notwant

allocationform_allocations

database_table

userid

allocation

allocationform_disallow

database_table

userid

disallow_allocation

The user's second preference
The user's third preference
The user's fourth preference
The user's fifth preference
The user's sixth preference
The user's seventh preference
The user's eighth preference
The user's ninth preference
The user's tenth preference

An option the user does not wish to be allocated to

Stores the allocations made for the user

The user being allocated

The option the user was allocated to

Stores the options a user has been stopped from choosing

The user being restricted

The option the user is restricted from selecting

~ Course Resource List(**""™)

Iti_client

external_location

userid

role

courseid
courseidnumber
courseshortname

coursefullname

~ Assignment

assign_grades
database_table
userid
timecreated
timemodified
grader

grade

attemptnumber

assign_overrides
database_table

groupid

userid
allowsubmissionsfromdate

duedate

In order to integrate with a remote Talis Aspire LTI Tool Provider, user data needs to be
exchanged with Talis Aspire. No user data is stored in Moodle by this plugin

The userid is sent from Moodle to allow you to access your data in Talis Aspire.

The role is sent from Moodle to allow you to have the right experience in Talis Aspire.

The courseid is sent from Moodle to allow you to find the right list in Talis Aspire.

The courseidnumber is sent from Moodle to allow you to find the right list in Talis Aspire.
The courseshortname is sent from Moodle to allow you to find the right list in Talis Aspire.

The coursefullname is sent from Moodle to allow you to find the right list in Talis Aspire.

Stores user grades for the assignment

ID of the user
Time created
Last modified
The user ID of the person grading.

The numerical grade for this assignment submission. Can be determined by
scales/advancedgradingforms etc but will always be converted back to a floating point
number.

Attempt number

Stores override information for the assignment

Group ID that the user is a member of.
ID of the user
Allow submissions from

Due date



cutoffdate

assign_submission
database_table

userid

timecreated
timemodified
status

groupid
attemptnumber

latest

assign_user_flags
database_table
userid

assignment
locked

mailed
extensionduedate
workflowstate

allocatedmarker

assign_user_mapping

database_table

assignment

userid

assign_perpage

user_preference

assign_filter

user_preference

assign_markerfilter

user_preference

assign_workflowfilter

user_preference

assign_quickgrading

user_preference

assign_downloadasfolders

user_preference

assignsubmission
plugintype_link

assignfeedback
plugintype_link

core_message

subsystem_link

Cut-off date

Stores user submission information

ID of the user

Time created

Last modified

Grading status

Group ID that the user is a member of.
Attempt number

Greatly simplifies queries wanting to know information about only the latest attempt.
Stores user meta data such as extension dates

ID of the user

Assignment ID

Lock submissions

Has this user been mailed yet?

Extension due date

Marking workflow state

Allocated Marker

The mapping for blind marking

Assignment ID

ID of the user

Number of assignments shown per page.

Filter options such as 'Submitted', 'Not submitted', 'Requires grading', and 'Granted
extension'

Filter the assign summary by the assigned marker.

Filter by the different workflow stages.

A preference as to whether quick grading is used or not.

A user preference for whether multiple file submissions should be downloaded into folders

Submission data for the assignment.

Feedback data for the assignment.

Messages are sent to students through the messaging system.

+ Assignment 2.2 (Disabled)




assignment_submissions

database_table

userid

timecreated
timemodified
numfiles

datal

data2

grade
submissioncomment
teacher

timemarked

mailed

assignment_filter

user_preference

assignment_mailinfo

user_preference

assignment_perpage

user_preference

assignment_quickgrade

user_preference

- Attendance(***™)

attendance_log
database_table
sessionid
studentid
statusid
statusset
timetaken
takenby
remarks

ipaddress

attendance_sessions
database_table

groupid

sessdate

duration

lasttaken

lasttakenby

timemodified

attendance_warning_done

database_table

notifyid

userid

Assignment submissions associated with an assignment.

The user ID submitting the assignment submission.

The creation date/time of the assignment submission.

The modification date/time of the assignment submission.

The maximum number of files allowed for the assignment submission.
The onlinetext submitted for the assignment submission.

The tracked status for the assignment submission.

The grade value awarded for the assignment submission.

The submission comment accompanying the assignment submission.
The teacher user ID grading the assignment submission.

The marking date/time of the assignment submission.

The mailed notification status of the assignment submission.

Filter preference of assignment submissions.

Mail info preference for assignment submissions.

Number of assignment submissions shown per page preference.

Quick grading preference for assignment submissions.

Log of user attendances recorded.

Attendance session ID.

ID of student having attendance recorded.

ID of student's attendance status.

Status set to which status ID belongs.

Timestamp of when attendance was taken for the student.
User ID of the user who took attendance for the student.
Comments about the user's attendance.

|IP address attendance was marked from.

Sessions to which attendance will be recorded.

Group ID associated with session.

Timestamp of when session starts.

Session duration in seconds

Timestamp of when session attendance was last taken.
User ID of the last user to take attendance in this session

Timestamp of when session was last modified

Log of warnings sent to users over their attendance record.

ID of attendance session warning is associated with.

ID of user to send warning to.



timesent

~ Book

Timestamp when warning was sent.

The book activity module does not store any personal data.

+~ Chat

chat_messages
database_table
userid

message
issystem

timestamp

chat_messages_current

database_table

userid
message
issystem

timestamp

chat_users
database_table
userid

version

ip

firstping
lastping
lastmessageping

lang

~ Choice

choice_answers
database_table
choiceid
optionid

userid

timemodified

~ Database

data_records
database_table
userid
groupid
timecreated
timemodified

approved

A record of the messages sent during a chat session

The user ID of the author of the message
The message
Whether the message is a system-generated message

The time when the message was sent.

Current chat session. This data is temporary and is deleted after the chat session is deleted

The user ID of the author of the message
The message
Whether the message is a system-generated message

The time when the message was sent.

Keeps track of which users are in which chat rooms

The user ID

How user accessed the chat (sockets/basic/ajax/header_js)
User IP

Time of the first access to chat room

Time of the last access to chat room

Time of the last message in this chat room

User language

Information about the user's chosen answer(s) for a given choice activity

The ID of the choice activity
The ID of the option that the user selected.
The ID of the user answering this choice activity

The timestamp indicating when the choice was modified by the user

Represent records in database acitivity module

User who created the record

Group

Time when record was created
Time when record was last modified

Approval status



data_content
database_table
fieldid
content
contentl
content2
content3

content4

datafield
plugintype_link

core_comment

subsystem_link

core_files
subsystem_link

core_tag

subsystem_link

core_rating

subsystem_link

~ Feedback

feedback_completed
database_table

userid
timemodified

anonymous_response

feedback_completedtmp

database_table

userid
timemodified

anonymous_response

feedback_value

database_table

value

feedback_valuetmp

database_table

value

~ Folder

Represents one answer to one field in database activity module
Field definition ID

Content

Additional content 1

Additional content 2

Additional content 3

Additional content 4

Fields for database activity module

Comments on database records

File attached to the database record

Tags on database records

Ratings on database records

A record of the submissions to the feedback

The ID of the user who completed the feedback activity.

The time when the submission was last modified.

Whether the submission is to be used anonymously.

A record of the submissions which are still in progress.

The ID of the user who completed the feedback activity.

The time when the submission was last modified.

Whether the submission is to be used anonymously.

A record of the answer to a question.

The chosen answer.

A record of the answer to a question in a submission in progress.

The chosen answer.

The Folder resource plugin does not store any personal data.

v Forum

forum_digests

Information about the digest preferences for each forum.



database_table

forum

userid

maildigest

forum_discussions
database_table

name

userid

assessed
timemodified

usermodified

forum_discussion_subs

database_table

discussionid
preference

userid

forum_posts
database_table
discussion
parent
created
modified
subject
message
userid

privatereplyto

forum_read
database_table
userid
discussionid
postid
firstread

lastread

forum_subscriptions

database_table

userid

forum

forum_track_prefs

database_table

userid

forumid

forum_queue

database_table

The forum subscribed to.

The ID of the user with the digest preference.

The digest preference.

Information about the individual forum discussions that a user has created

The name of the discussion, as chosen by the author.
The ID of the user who created the discussion
TODOD - what does this field store

The time that the discussion was last modified.

The ID of the user who last modified the discussion in some way.

Information about the subscriptions to individual forum discussions

The ID of the discussion that was subscribed to.
The start time of the subscription.

The ID of the user with the discussion subscription.

Information about the digest preferences for each forum.

The discussion that the post is in.

The parent post that was replied to.

The time that the post was created.

The time that the post was last modified.

The subject of the forum post.

The message of the forum post.

The ID of the user who authored the forum post.

The ID of the user this reply was sent to.

Information about which posts have been read by the user.
The ID of the user that this record relates to.

The discussion that the post is in.

The post that was read.

The first time that the post was read.

The most recent time that the post was read.

Information about which forums the user has subscribed to.

The ID of the user that this forum subscription relates to.

The forum that was subscribed to.

Information about which forums the user has chosen to track post reads for.

The ID of the user that this forum tracking preference relates to.

The forum that has read tracking enabled.

Temporary log of posts that will be mailed in digest form



userid
discussionid
postid

timemodified

forum_grades

database_table

userid
forum

grade

core_tag

subsystem_link

core_rating

subsystem_link

maildigest

user_preference

autosubscribe

user_preference

trackforums

user_preference

markasreadonnotification

user_preference

forum_discussionlistsortor

der

user_preference

v Glossary

glossary_entries
database_table
glossaryid

userid

concept
definition
attachment

timemodified

core_files

subsystem_link

core_comment

subsystem_link

core_tag

subsystem_link

core_rating

subsystem_link

User who needs to be notified of the post
Forum discussion ID

Forum post ID

The modified time of the original post
Grade data for the forum

The user who was graded

The forum that was graded

The grade awarded

The forum makes use of the tag subsystem to support tagging of posts.

The forum makes use of the rating subsystem to support the rating of posts.

The site-wide mail digest preference

Whether to subscribe to discussions when replying to posts within them.

Whether to enable read tracking.

Whether to mark forum posts as read when receiving them as messages.

The preferred sorting order of the discussions list

Information about the user's entries for a given glossary activity
The ID of the glossary activity

The ID of the user that is adding this glossary entry

The concept of the entry the user added

The definition of the entry the user added

The attachment of the entry the user added

The timestamp indicating when the glossary entry was modified by the user

Files linked to glossary definitions are stored using the core_files system

Comments made on glossary definitions are stored using core_comment system

Tags added to glossary definitions are stored using core_tag system

Ratings added to glossary entries are stored using core_rating system

IMAN _ 2 a0



v 1IVIO content package

The IMS content package plugin does not store any personal data.

~ MediaSpace Video Assignment(**=")

core_message

subsystem_link

kalvidassign_submission
database_table

userid

entry_id

source

grade
submissioncomment
teacher

mailed

timemarked
metadata
timecreated

timemodified

kalvidassign_filter

user_preference

kalvidassign_group_filter

user_preference

kalvidassign_perpage

user_preference

kalvidassign_quickgrade

user_preference

Messages are sent to teachers through the messaging system.

Kaltura video assignment submissions

Moodle user id

Kaltura entry id

The source URL of the media entry

Grade score for the submission

Submission teacher comment

Moodle userld of the teacher who marked the submission

Whether the assignment submission notification has been emailed to the teacher
Time the assignment submission was marked

Stores a base 64 encoded serialized metadata object

Time the submission record was created

Time the assignment submission was modified

Filter preference of assignment submissions.

Group filter preference of assignment submissions.

Number of assignment submissions shown per page preference.

Quick grading preference for assignment submissions.

~ MediaSpace Video Presentation(***")

Kaltura video presentation plugin does not store any personal data.

~ MediaSpace Video Resource(**™*)

Kaltura video resource plugin does not store any personal data.

~ Label

The Label resource plugin does not store any personal data.

~ Lesson

lesson_attempts
database_table
userid

pageid

answerid

retry

A record of page attempts

The user ID
The page ID
The answer ID

The attempt number



correct

useranswer

timeseen

lesson_grades
database_table
userid

grade

completed

lesson_timer
database_table
userid
starttime
lessontime
completed

timemodifiedoffline

lesson_branch
database_table
userid

pageid

retry

flag

timeseen

nextpageid

lesson_overrides
database_table
userid

available
deadline
timelimit

review
maxattempts
retake

password

lesson_view

user_preference

~ External tool

Iti_provider
external_location
userid
username
useridnumber
firstname
lastname

fullname

Whether the attempt was correct

Details about the user's answer

The time when the attempt was made

A record of the grades for each lesson

The user ID
The grade given

The date when the grade was given

A record of a lesson attempt

The user ID

The date when the attempt started

The last moment when we recorded activity
Whether the attempt is complete

The last moment when we recorded activity from the mobile app

A record of the pages viewed

The user ID

The page ID

The attempt number

Whether the next page was calculated randomely
The time when the page was viewed

The next page ID

A record of overrides per lesson

The user ID

The time when the lesson may be attempted
The deadline for completing the lesson.

Time limit to complete the lesson, in seconds.
Whether trying a question again is allowed
The maximium number of attempts

Whether re-takes are allowed

The password to access the lesson

The preferred display mode when editing lessons

The LTI Consumer provides user information and context to the LTI Tool Provider.

The ID of the user accessing the LTI Consumer

The username of the user accessing the LTI Consumer
The ID number of the user accessing the LTI Consumer
The firstname of the user accessing the LTI Consumer

The lastname of the user accessing the LTI Consumer

The fullname of the user accessing the LTI Consumer



email

role

courseid
courseidnumber
courseshortname

coursefullname

Iti_submission
database_table
userid
datesubmitted
dateupdated
gradepercent

originalgrade

Iti_tool_proxies
database_table
name
createdby
timecreated

timemodified

Iti_types
database_table
name
createdby
timecreated

timemodified

~ Page

The email address of the user accessing the LTI Consumer

The role in the course for the user accessing the LTI Consumer

The ID of the course the user is accessing the LTI Consumer from
The ID number of the course the user is accessing the LTI Consumer from
The shortname of the course the user is accessing the LTI Consumer from

The fullname of the course the user is accessing the LTI Consumer from

LTI submission

The ID of the user who submitted for the LTI activity

The timestamp indicating when the submission was made
The timestamp indicating when the submission was modified
The grade for the user as a percentage

The original grade for the user

LTI proxies

LTI proxy name
The user who created the record
The time when the record was created

The time when the record was modified

LTI types

LTI type name
The user who created the record
The time when the record was created

The time when the record was modified

The Page resource plugin does not store any personal data.

v Quiz

quiz_attempts
database_table
attempt
currentpage
preview

state

timestart
timefinish

timemodified

timemodifiedoffline

timecheckstate

sumgrades

quiz_grades

database_table

Details about each attempt on a quiz.

The attempt number.

The current page that the user is on.

Whether this is a preview of the quiz.

The current state of the attempt.

The time that the attempt was started.

The time that the attempt was completed.

The time that the attempt was updated.

The time that the attempt was updated via an offline update.
The time that the state was checked.

The sum of grades in the attempt.

Details about the overall grade for this quiz.



quiz
userid
grade

timemodified

quiz_overrides
database_table
quiz

userid
timeopen
timeclose

timelimit

core_question

subsystem_link

quiz

plugintype_link

quizaccess
plugintype_link

I ne quiz tnat was graaea.
The user who was graded.
The overall grade for this quiz.

The time that the grade was modified.

Details about overrides for this quiz

The quiz with override information
The user being overridden

The new open time for the quiz.
The new close time for the quiz.

The new time limit for the quiz.

The quiz activity stores question usage information in the core_question subsystem.

The quiz activity makes use of quiz reports.

The quiz activity makes use of quiz access rules.

The File resource plugin does not store any personal data.

~ SCORM package

scorm_scoes_track

database_table

userid
attempt
element
value

timemodified

scorm_aicc_session

database_table

userid
scormmode
scormstatus
attempt
lessonstatus
sessiontime
timecreated

timemodified
aicc
external_location

data

~ Survey

The tracked data of the SCOes belonging to the activity

The ID of the user who accessed the SCORM activity
The attempt number

The name of the element to be tracked

The value of the given element

The time when the tracked element was last modified

The session information of the AICC HACP

The ID of the user who accessed the SCORM activity
The mode of the element to be tracked

The status of the element to be tracked

The attempt number

The lesson status to be tracked

The session time to be tracked

The time when the tracked element was created

The time when the tracked element was last modified

This plugin sends data externally using the AICC HACP.

Personal data passed through from the AICC/SCORM subsystem.



survey_answers

database_table

userid
question
answeri
answer2

time

survey_analysis

database_table

userid

notes

A collection of answers to surveys.

The ID of the user who submitted their answer.
The question.

Field to store the answer to a question.
Additional field to store the answer to a question.

The time when the answer was posted.

A record of survey answers analysis.

The ID of the user answering the survey.

Notes saved against a user's answers.

- Tabbed Content(**"")

The tabbed content resource does not store or transmit personal information

+ Turnitin Assiqnments

core_files

subsystem_link

turnitintooltwo_users

database_table

userid

turnitin_uid
instructor_defaults
instructor_rubrics

user_agreement_accepted

turnitintooltwo_submissio
ns

database_table

userid
submission_title
submission_filename
submission_objectid
submission_score
submission_grade
submission_attempts
submission_modified

submission_unanon

submission_unanonreason

submission_transmatch

submission_orcapable

submission_hash

turnitintooltwo_client

external_location

Turnitin Assignment 2 stores files that have been uploaded to Moodle to form a Turnitin
submission.

Information that links a Moodle user to a Turnitin user account and any preferences specific
to Turnitin. These include default assignment settings and any Turnitin rubrics owned by
them.

The ID of the user being linked to a Turnitin account.

The user's Turnitin account ID.

The instructor's default assignment settings

The Turnitin rubric scorecards that belong to the instructor

Indicates whether this user has accepted the Turnitin End User Licence Agreement (EULA).

Information about a submission that has been sent to Turnitin.

The ID of the user who has made a submission.

The title of the submission.

The name of the file that has been submitted to Turnitin.

The ID used by Turnitin to reference the submission.

The similarity score of the submission.

The grade applied by an instructor to the submission.

A timestamp indicating when the user viewed feedback on their submission.
A timestamp indicating when the user last modified their submission.

Indicates that the anonymity of a submission has been removed, making the author's identity
available to the instructor.

An explanation for the removal of an author’s anonymity, supplied by their instructor.

Indicates whether Turnitin used translated matching to produce a Similarity Report for the
submission.

Indicates whether Turnitin was able to produce a Similarity report for the submission.

A submission specific hash containing the user's ID.

To successfully make a submission to Turnitin, specific user data needs to be exchanged
between Moodle and Turnitin. For more information around Moodle Plugins and GDPR,



email

firstname

lastname
submission_title
submission_filename

submission_content

please visit: https://help.turnitin.com/feedback-studio/moodle/moodle-plugins-and-
gdpr.htm

The user's email address is shared by Moodle to enable the creation of a Turnitin account.
The user’s first name is sent to Turnitin so that the user can be identified.

The user’s last name is sent to Turnitin so that the user can be identified.

The title of the submission is sent to Turntin so that it is identifiable.

The name of the submitted file is sent to Turntin so that it is identifiable.

Please be aware that the content of a file/submission is sent to Turnitin for processing.

- Signup Sheet(***)

core_message

subsystem_link

tutorialbooking_signups
database_table

userid

sessionid

signupdate

tutorialbooking_messages
database_table

sentby

senttime

subject

sentto

message

v URL

Messages sent to participants via the messaging system

Stores the signups that participants have made to signup sheet activities

The user who signed up
The session the user signed up to

The date the user signed up

Stores messages sent to participants through the signup sheet plugin

The user who sent the message

The time the message was sent

The subject of the message

The users that the message was sent to

The message that was sent

The URL resource plugin does not store any personal data.

- Vote(FF)

vote_votes
database_table
optionid
userid

vote

+ Wik

wiki_subwikis

database_table

userid

groupid

wiki_pages
database_table

userid

title

Stores how a user has voted
The option the user has voted for

The user who voted

The ranking the user gave the option

Information about subwikis (in case of group or individual mode)

User who owns a subwiki (for individual wikis)

Group that owns a subwiki

Information about wiki pages

Last user who edited the page

Name of the page



cachedcontent

timecreated

timemodified
timerendered
pageviews

readonly

wiki_versions
database_table
userid

content
contentformat
version

timecreated

wiki_locks
database_table
userid
sectionname

lockedat

core_files

subsystem_link

core_tag

subsystem_link

core_comment

subsystem_link

v~ Workshop

workshop_submissions
database_table
workshopid

authorid

example

timecreated
timemodified

title

content

contentformat

grade

gradeover
feedbackauthor
feedbackauthorformat
published

late

workshop_assessments

database_table

submissionid

Cached content in HTML format

Time when page was first created

Time when page was last modified
Time when page was last rendered
Number of times page was viewed

Whether a page is read-only

Information about wiki pages history

User who created revision
Revision content

Revision content format
Version number

Time when revision was created

Temporary storage for wiki edit locks

User who locked a page
Name of the locked page section

Date when locked

Files attached to subwikis

Tags associated with wiki pages

Comments on wiki page

Holds information about workshop module submissions

ID of the workshop activity

ID of the submission author

Whether this record represents an example submission
When this record was created in the database

When this record was last modified in the database
Title of the submission

Content of the submission

Text format of the submission content

Aggregated grade for the submission written as a decimal number from interval 0..100

Manually overridden value of the aggregated grade
Feedback for the author

Text format of the feedback for the author

Whether the submission should be published to all participants once the workshop is closed

Whether the submission been submitted after the deadline

Holds information about allocated assessments of workshop module submissions

ID of the submission



reviewerid

weight

timecreated
timemodified

grade

gradinggrade
gradinggradeover
feedbackauthor
feedbackauthorformat
feedbackreviewer

feedbackreviewerformat

workshop_grades
database_table
assessmentid
strategy
dimensionid
grade
peercomment

peercommentformat

workshop_aggregations
database_table

workshopid

userid

gradinggrade

timegraded

core_files

subsystem_link

core_plagiarism

subsystem_link

workshop_perpage

user_preference

ID of the user providing the assessment

Weight of the assessment

When this record was created in the database

When this record was last modified in the database

Aggregated grade for the submission suggested by this assessment
Grade for providing this assessment

Manually overridden value of the grade for providing this assessment
Feedback for the author

Text format of the feedback for the author

Feedback for the user providing the assessment

Text format of the feedback for the user providing the assessment

Holds information about how the assessment forms were filled with grades and comments

ID of the assessment

Name of the grading strategy subplugin interpreting the record values
ID of the assessment dimension

Grade in the given assessment dimension

Comment on the given grade by the user providing the assessment

Text format of the comment on the given grade

Holds aggregated grades for assessment

ID of the workshop activity

ID of the user for which aggregated grade is calculated

Aggregated grade for all assessments made by the user in the given workshop activity

When the aggregated grade was last calculated

Workshop module stores files embedded in / attached to the submission text

Workshop module has inbuilt support for plagiarism prevention systems

Number of submissions the user prefers to see on one page

- Authentication method

+ CAS server (SSO)

The CAS server (SSO) authentication plugin does not store any personal data.

~ External database

The External database authentication plugin does not store any personal data.

~ Email-based self-registration

The Email-based self-registration authentication plugin does not store any personal data.

~ LDAP server



The LDAP server authentication plugin does not store any personal data.

v LTI

The LTI authentication plugin does not store any personal data.

~ Manual accounts

auth_manual_passwordup

datetime

user_preference

The date of the last password change.

+ MNet authentication

mnet_session
database_table
userid
username
token
mnethostid
useragent

expires

mnet_log
database_table
hostid
remoteid
time

userid

ip

course
coursename
module
cmid

action

url

info

moodle
external_location
address

aim
alternatename
autosubscribe
calendartype
city

country
currentlogin
department
description

email

The details of each MNet user session in a remote system. The data is stored temporarily.

ID of the user jumping to remote system.
Username of the user jumping to remote system.
Unique session identifier

Remote system MNet ID.

User agent used to access the remote system

Time when the session expires.

Details of remote actions carried out by a local user logged in a remote system.

Remote system MNet ID.

Remote ID of the user who carried out the action in the remote system.
Time when the action occurred.

Local ID of the user who carried out the action in the remote system.
The IP address used at the time of the action occurred.

Remote system course ID where the action occurred.

Remote system course full name where the action occurred.

Remote system module where the action occurred.

ID of the course module.

Action carried out by the user.

Remote system URL where the action occurred.

Additional information about the action.

This plugin can send data externally to a linked Moodle application.

The address of the user.

The AIM identifier of the user

An alternative name for the user.

A preference as to if the user should be auto-subscribed to forums the user posts in.
A user preference for the type of calendar to use.

The city of the user.

The country that the user is in.

The current login for this user.

The department that this user can be found in.

General details about this user.

An email address for contact.



emailstop
firstaccess

firstname

firstnamephonetic

icq

id
idnumber
imagealt
institution
lang
lastaccess
lastlogin

lastname

lastnamephonetic

maildigest
maildisplay
middlename
msn

phonet
pnone2
picture
policyagreed
skype
suspended
timezone
trackforums
trustbitmask
url
username

yahoo

mahara
external_location
address

aim
alternatename
autosubscribe
calendartype
city

country
currentlogin
department
description
email
emailstop
firstaccess

firstname

firstnamephonetic

icq
id
idnumber

A preference to stop email being sent to the user.

The time that this user first accessed the site.

The first name of the user.

The phonetic details about the user's first name.

The ICQ number of the user.

The user ID

An identification number given by the institution
Alternative text for the user's image.

The institution that this user is a member of.

A user preference for the language shown.

The time that the user last accessed the site.

The last login of this user.

The surname of the user.

The phonetic details about the user's surname.

A setting for the mail digest for this user.

A preference for the user about displaying their email address to other users.
The middle name of the user

The MSN identifier of the user

A phone number for the user.

An additional phone number for the user.

The picture details associated with this user.

A flag to determine if the user has agreed to the site policy.
The Skype identifier of the user

A flag to show if the user has been suspended on this system.
The timezone of the user

A preference for forums and tracking them.

The trust bit mask

A URL related to this user.

The username for this user.

The Yahoo identifier of the user

This plugin can send data externally to a linked Mahara application.

The address of the user.

The AIM identifier of the user

An alternative name for the user.

A preference as to if the user should be auto-subscribed to forums the user posts in.

A user preference for the type of calendar to use.
The city of the user.

The country that the user is in.

The current login for this user.

The department that this user can be found in.
General details about this user.

An email address for contact.

A preference to stop email being sent to the user.
The time that this user first accessed the site.
The first name of the user.

The phonetic details about the user's first name.
The ICQ number of the user.

The user ID

An identification number given by the institution
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Imageait AlTternatve 1ext 1or tne user's image.

institution The institution that this user is a member of.

lang A user preference for the language shown.

lastaccess The time that the user last accessed the site.

lastlogin The last login of this user.

lastname The surname of the user.

lastnamephonetic The phonetic details about the user's surname.

maildigest A setting for the mail digest for this user.

maildisplay A preference for the user about displaying their email address to other users.
middlename The middle name of the user

msn The MSN identifier of the user

phonet A phone number for the user.

pnone2 An additional phone number for the user.

picture The picture details associated with this user.

policyagreed A flag to determine if the user has agreed to the site policy.
skype The Skype identifier of the user

suspended A flag to show if the user has been suspended on this system.
timezone The timezone of the user

trackforums A preference for forums and tracking them.

trustbitmask The trust bit mask

url A URL related to this user.

username The username for this user.

yahoo The Yahoo identifier of the user

~ No login

The No login authentication plugin does not store any personal data.

~ No authentication

The No authentication plugin does not store any personal data.

+ OAuth 2

auth_oauth2_linked_login OAuth 2 accounts linked to a user's Moodle account.

database_table

timecreated The timestamp when the user account was linked to the OAuth 2 login.
timemodified The timestamp when this record was modified.

usermodified The ID of the user who modified this account.

userid The ID of the user account which the OAuth 2 login is linked to.
issuerid The ID of the OAuth 2 issuer for this OAuth 2 login

username The external username that maps to this account.

email The external email that maps to this account.

confirmtoken The confirmation token.

confirmtokenexpires The timestamp when the confirmation token expires.

core_auth This plugin is connected to the authentication subsystem.

subsystem_link

~ Shibboleth

The Shibboleth authentication plugin does not store any personal data.



~ Web services authentication

The Web services authentication plugin does not store any personal data.

- Calendar type

~ Gregorian calendar type

The Gregorian calendar format plugin does not store any personal data.

+ Custom field

~ Checkbox

The Checkbox field type plugin doesn't store any personal data; it uses tables defined in core.

~ Date and time

The Date and time field type plugin doesn't store any personal data; it uses tables defined in core.

v Dropdown menu

The Dropdown menu field type plugin doesn't store any personal data; it uses tables defined in core.

~ Short text

The Short text field type plugin doesn't store any personal data; it uses tables defined in core.

~ Text area

The Text area field type plugin doesn't store any personal data; it uses tables defined in core.

~ Enrolment method

~ Category enrolments

The Category enrolments plugin does not store any personal data.

v Cohort sync

core_group Enrol cohort plugin can create a new group or use an existing group to add all the members
subsystem_link of the cohort.

~ External database

The External database enrolment plugin does not store any personal data.

~ Flat file (CSV)

enrol_flatfile The Flat file (CSV) enrolment plugin may store personal data relating to future enrolments in
database_table the enrol_flatfile table.
action The enrolment action expected on the given date

roleid The ID of the role to be assigned or unassigned



userid The ID of the user to which the role assignment relates

courseid The course ID to which the enrolment relates
timestart The time when the enrolment starts

timeend The time when the enrolment ends
timemodified The time when the enrolment is modified

~ Guest access

The Guest access enrolment plugin does not store any personal data.

~ IMS Enterprise file

The IMS Enterprise file enrolment plugin does not store any personal data.

~ LDAP enrolments

The LDAP enrolments plugin does not store any personal data.

~ Publish as LTI tool

enrol_lti_users The list of users enrolled via an LTI provider

database_table

userid The ID of the user

lastgrade The last grade the user was recorded of having
lastaccess The time when the user last accessed the course
timecreated The time when the user was enrolled

+ Manual enrolments

The Manual enrolments plugin does not store any personal data.

~ Module meta link

core_group Enrol meta plugin can create a new group or use an existing group to add all the participants
subsystem_link of the course linked.

+ MNet remote enrolments

The MNet remote enrolments plugin does not store any personal data.

- Student record system(*)

core_enrol The plugin creates student enrolments based on data passed from the student records
subsystem_link system.

core_files Instruction files containing personal information from the student record system may be
subsystem_link manually loaded into Moodle, where they will be processed by an adhock task. They are

deleted when the task completes.

core_user The plugin creates user accounts based on data from the student records system.

subsystem_link

anral nattinaham Tha nlitnin mav etara nareanal infarmatian ahanit licare whan inctriintiane ralatina A tham



SiHIvI_nvuanygaii

database_table

event

status

courseidnumber

useridnumber

data

created

updated

~ PayPal

paypal.com
external_location
0s0

custom

first_name
last_name
address
city

email

country

enrol_paypal
database_table
business
receiver_email
receiver_id
item_name
courseid
userid
instanceid
memo

tax

option_selection1_x

payment_status
pending_reason

reason_code

txn_id

parent_txn_id

payment_type

timeupdated

~ Self enrolment
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from the student records system fail to process correctly.

The type of event the log entry is for.

Stores if the issue has been resolved.

The id number of the course the log is related to.

The id number in the student records system of the user.

Encoded details related to the request, it may include user personal information required to
create a user account.

The time that the log was generated at.

The time the log entry was last updated.

The PayPal enrolment plugin transmits user data from Moodle to the PayPal website.

Full name of the buyer.

A hyphen-separated string that contains ID of the user (the buyer), ID of the course, ID of the
enrolment instance.

First name of the user who is buying the course.
Last name of the user who is buying the course.
Address of the user who is buying the course.

City of the user who is buying the course.

Email address of the user who is buying the course.

Country of the user who is buying the course.

Information about the PayPal transactions for PayPal enrolments.

Email address or PayPal account ID of the payment recipient (that is, the merchant).
Primary email address of the payment recipient (that is, the merchant).
Unique PayPal account ID of the payment recipient (i.e., the merchant).

The full name of the course that its enrolment has been sold.

The ID of the course that is sold.

The ID of the user who bought the course enrolment.

The ID of the enrolment instance in the course.

A note that was entered by the buyer in PayPal website payments note field.
Amount of tax charged on payment.

Full name of the buyer.

The status of the payment.

The reason why payment status is pending (if that is).

The reason why payment status is Reversed, Refunded, Canceled_Reversal, or Denied (if the
status is one of them).

The merchant's original transaction identification number for the payment from the buyer,
against which the case was registered

In the case of a refund, reversal, or canceled reversal, this would be the transaction ID of the
original transaction.

Holds whether the payment was funded with an eCheck (echeck), or was funded with PayPal
balance, credit card, or instant transfer (instant).

The time of Moodle being notified by PayPal about the payment.

The Self enrolment plugin does not store any personal data.



~ Notincation plugin

~ Mobile

core_user

subsystem_link

message_airnotifier_devic
es
database_table

userdeviceid

enabled

External airnotifier site.

external_location

userid

username
userfromid
userfromfullname
date

subject
notification
smallmessage

fullmessage

+~ Email

message_email_messages
database_table

useridto

conversationid

messageid

smtp

external_location

recipient
userfrom
subject
fullmessage
fullmessagehtml
attachment
attachname
replyto

replytoname

-~ Jabber

External Jabber server.

external_location

userto
userfrom

smallmessage

This plugin is connected to the user subsystem.

Airnotifier device information is stored here.

The ID linking to the user's mobile device

Whether the airnotifier device is enabled.

This information is sent to an external site to be ultimately delivered to the mobile device of
the user.

The ID of the user who sent the message.

The username of the user.

The user ID of the author of the message.

The full name of the user who sent the message.
The date that the message was sent.

The subject line of the message.

If this message is a notification.

A section of the message.

The full message.

The list of users enrolled via an LTI provider

The ID of the user receiving the message
The ID of the conversation being sent to

The ID of the message being sent

This information is sent to an external SMTP server to be ultimately delivered as an email to
the recipient.

The recipient of the message.

The user sending the message.

The subject line of the message.

The full message in a given format.

The full version of the message.

A file on the filesystem.

The name of the attached file (extension indicates MIME).
The email address to reply to.

Name of reply to recipient.

This information is sent to an external Jabber server to be ultimately delivered as a
notification message to the recipient.

The recipient of the notification message.
The user sending the notification message.

A section of the message.



contexturl The URL to view the event.

+ Web

The messaging Web plugin does not store any personal data.

~ Block
~ Activities
The Activities block only shows data stored in other locations.

v Activity results

The Activity results block only shows data stored in other locations.

+ Admin bookmarks

The Admin bookmarks block only shows data stored in other locations.
~ Latest badges

The Latest badges block only shows data stored in other locations.

~ Blog_ menu

The Blog menu block only shows data stored in other locations.

~ Recent blog entries

The Recent blog entries block only shows data stored in other locations.

~ Blog tags

The Blog tags block only shows data stored in other locations.
~ Calendar

The Calendar block only displays existing calendar data.

~ Upcoming events

The Upcoming events block only displays existing calendar data.

+~ Comments

core_comment A record of comments added.

subsystem_link

~ Module completion status

The Course completion status block only shows information about course completion and does not store any data of its own.



~ Module list

The Courses block only shows data about courses and does not store any data itself.

~ Module/Site description

The Course/site summary block only shows information about courses and does not store data itself.

~ Module Import(*era)

core_backup Creates backups of course information to transfer it into another Moodle course.

subsystem_link

block_courseimport Stores a list of import jobs that have been queued.

database_table

source The course that data is being exported from.
target The course that is being imported into.

userid The user who created the job.

backupid The id of the backup file that has been created.
status The status of the import.

timecreated The time the import job was created.
timemodified The last time the job was updated.

~ Year end and archive(****"™)

This plugin does not store any user information. When a user submits a request form their name and e-mail address will be
sent by e-mail to an admin.

v Curriculum mag

No personal information is stored, or transmitted to or from Moodle, by this block.

~ BS Enrol Block

The plugin allows users to become enroled on a course if they access to it on another specific role. It does not store any

personal information to do this.

~ Feedback

The Feedback block only shows data stored in other locations.

~ Global search

The Global search block only shows data stored in other locations.
~ Random glossary entry
The Random glossary entry block only shows data stored in other locations.

~ Medical School Search(****")

The search block does not store any personal data, it does query a search engine and may recieve personal information from
that which will be displayed to the user who made the search.

IR a1



v HIIVIL

block

subsystem_link

The HTML block stores all of its data within the block subsystem.

- Kaltura Media Gallery(**)

The Kaltura Media Gallery block only displays a link to Kaltura Media Gallery local plugin

~ Login

The Login block only provides a way to log in and does not store any data itself.

v Learning_ plans

The Learning plans block only shows data stored in other locations.

- Medical School Formulary(*

The formulary does not store any personal information.

~ Medicine course links(**)

kpacs_link

external_location

username
ipaddress

time

macs_link

external_location

username
ipaddress

time

cpialoc_link

external_location

username
ipaddress

time

electives_link

external_location

username
ipaddress

time

~ Mentees

A time limited key is sent to the Medical School clinical image library to authenticate the
user when they click on a link to it.

The user name of the user clicking the link is transmitted to the system.
The IP address of the user accessing the system is transmitted

The time at which the time limited key is generated.

A time limited key is sent to the Mandatory Assesment of Clinical Skills system to
authenticate the user when they click on a link to it.

The user name of the user clicking the link is transmitted to the system.
The IP address of the user accessing the system is transmitted

The time at which the time limited key is generated.

A time limited key is sent to the Medicine Allocations system to authenticate the user when
they click on a link to it.

The user name of the user clicking the link is transmitted to the system.
The IP address of the user accessing the system is transmitted

The time at which the time limited key is generated.

A time limited key is sent to the Electives placement system to authenticate the user when
they click on a link to it.

The user name of the user clicking the link is transmitted to the system.
The IP address of the user accessing the system is transmitted

The time at which the time limited key is generated.

The Mentees block only shows data stored in other locations.



~ Network servers

The Network servers block only allows interaction with Network servers and neither stores or exports data itself.

~ Module overview

block_myoverview_user_s
ort_preference

user_preference

block_myoverview_user_v
iew_preference

user_preference

block_myoverview_user_g
rouping_preference

user_preference

block_myoverview_user_p
aging_preference

user_preference

+ Logged in user

The Module overview block sort preference.

The Module overview block view preference.

The Module overview block grouping preference.

The Module overview block paging preference.

The Logged in user block only shows information about the logged in user and does not store data itself.

~ Navigation

The Navigation block only shows data stored in other locations.

~ Latest announcements

The Latest announcements block only shows data stored in the forum and does not store data itself.

~ BS Nexus

core_cache

subsystem_link

nexus

external_location

userid
username

course

firstname

lastname

Responses from the Nexus server are stored temporarily in the cache to improve Moodle
performance and reduce the number of requests sent to Nexus.

Personal data is sent to Nexus so that personalised links can be displayed to the user in
Moodle that will allow them to access their information in Nexus.

The Moodle id of the user is sent.
The username of the user is sent, to help identify user to Nexus.

Details of the course the user is accessing are sent, so that the correct response can be sent
to Moodle.

The first name(s) of the user is sent to help identify them correctly.

The last name(s) of the user is sent to help identify them correctly.

+ Open Educational Resources

The block does not store or transmit any personal information.

+ Online users

block_online_users_uservi
sibility

Online status visible to other users in the Online users block.



user_preference

+ Private files

The Private files block only provides a view of, and a link to, the user's private files.

~ Quiz results (disabled)

The Quiz results block only shows data stored in other locations.

-~ Module Resources(**r)

This plugin does not store or transmit any personal data.

~ Recent activity

block_recent_activity Temporary log of recent teacher activity. Removed after two days

database_table

courseid Course ID

cmid Course activity ID

timecreated Time when action was performed
userid User performing the action

action Action: created, updated or deleted
modname Module type name (for delete action)

~ Recently accessed modules

The Recently accessed modules block does not store any personal data.

~ Recently accessed items

block_recentlyaccessedite The Recently accessed items block stores information about items that the user accessed
ms recently

database_table

userid The ID of the user who accessed the item
courseid Course the item belongs to

cmid The ID of the activity or resource

timeaccess The time when the user last accessed the item

~ Remote RSS feeds

block_rss_client RSS block information is stored here.

database_table

userid The ID of the user that added the RSS feed.

title The title of the RSS feed.

preferredtitle The preferred (custom) title of the RSS feed.

description The description of the RSS feed.

shared If the RSS feed is available to all courses.

url The URL of the RSS feed.

skiptime The defined time in seconds that the cron will wait between attempts to retry failing RSS

feeds.
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~ Search forums

The Search forums block only shows data stored in other locations.

~ Section links

The Section links block only shows data stored in other locations.

~ Self completion

The Self completion block only shows data stored in other locations.

+ Administration

The Administration block only shows data stored in other locations.

+ Main menu

The Main menu block only shows data stored in other locations.

~ Social activities

The Social activities block only shows data stored in other locations.

~ Starred modules

The starred modules block does not store any personal data.

v Flickr

flickr.com The Flickr block plugin does not store any personal data, but does transmit user data from
external_location Moodle to the remote system.

tags The tag values sent as CSV format to search for Flickr images.

~ YouTube

The YouTube block only shows data stored in other locations.
~ Tags

The Tags block only shows data stored in other locations.

+ Timeline

block_timeline_user_sort_ The user sort preference for the timeline block.
preference

user_preference

block_timeline_user_filter The user day filter preference for the timeline block.
_preference

user_preference

block timeline user limit The user naae limit nreference for the timeline block.
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preference

user_preference
- Media player

+ HTMLS audio

The HTML5 audio media plugin does not store any personal data.

+ HTMLS5 video

The HTMLS5 video media plugin does not store any personal data.

~ Flash animation

The Flash animation media plugin does not store any personal data.
~ VideodS player

The VideodS player media plugin does not store any personal data.
~ Vimeo

The Vimeo media plugin does not store any personal data.

~ YouTube

The Youtube media plugin does not store any personal data.

- Text filter

~ Activity names auto-linking

The Activity names auto-linking plugin does not store any personal data.

~ Algebra notation

The Algebra notation plugin does not store any personal data.

~ Word censorship

The Word censorship plugin does not store any personal data.

~ Database auto-linking

The Database auto-linking plugin does not store any personal data.

~ Display H5P

The display H5P filter does not store any personal data.

~ Echo360 LTI Launch Filter(**r)
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external_location

userid

fullname
firstname
lastname

email

roles

courseid
courseshortname

coursefullname

~ Email protection
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user and context data to integrate with Echo360.

The ID of the user accessing the Echo360 LTI Launch Filter

The fullname of the user accessing the Echo360 LTI Launch Filter

The firstname of the user accessing the Echo360 LTI Launch Filter

The lastname of the user accessing the Echo360 LTI Launch Filter

The email address of the user accessing the Echo360 LTI Launch Filter

The roles in the course for the user accessing the Echo360 LTI Launch Filter

The ID of the course the user is accessing the Echo360 LTI Launch Filter

The shortname of the course the user is accessing the Echo360 LTI Launch Filter

The fullname of the course the user is accessing the Echo360 LTI Launch Filter

The Email protection plugin does not store any personal data.

~ Display emoticons as images

The Display emoticons as images plugin does not store any personal data.

v Glossary auto-linking

The Glossary auto-linking plugin does not store any personal data.

- Media Resources(**)

The Kaltura Media filter does not store any personal data.

~ MathJax

The MathdJax plugin does not store any personal data.

v Multimedia plugins

The Multimedia plugins plugin does not store any personal data.

~ Medical School formulary auto-linking(**="")

This plugin does not store or transmit any personal data.

~ Multi-Language Content

The Multi-Language Content plugin does not store any personal data.

+~ TeX notation

The TeX notation plugin does not store any personal data.

- HTML tidy

The HTML tidy plugin does not store any personal data.

~ Convert URLs into links and images




The Convert URLs into links and images plugin does not store any personal data.
- Editor

~ Atto HTML editor

editor_atto_autosave Automatically saved text editor drafts.

database_table

userid The ID of the user whose data was saved.
drafttext The text which was saved.
timemodified The time that content was modified.

~ Superscript/subscript editor(***™")

The Superscript/subscript editor plugin does not store any personal data.

+ Plain text area

The Plain text area editor plugin does not store any personal data.

- TinyMCE HTML editor

The TinyMCE HTML editor plugin does not store any personal data.

+~ Module format

- Curriculum map format(**")

This plugin does not store or transmit any personal data.

~ Single activity format

The Single activity format plugin does not store any personal data.

~ Social format

The Social format plugin does not store any personal data.

- Timetable format(** ")

format_timetable Stores information about timetabled events imported from the timetable system. We cannot
database_table link it directly to a Moodle user, so it does not form part of an export.

guid The uniquie id of the activity in the academic year on the timetable system.

module_code The code of the module the activity is part of.

module_guid The unique identifier of the module in an academic year on the titmetable system.
academic_year The academic year of the activity.

activity_code The code of the activity.

activity_type The type of activity.

startdate The time and date the activity starts at.

enddate The end time and date of the activity.

week The week of the academic year the activity is in.



description The name of the activity.

location The location the activity takes place.
staff The names of the staff teaching the activity.
last_updated The last time the record was updated.

- Collapsed Topies(™™)

topcoll_toggle The state of the toggles on a course.

user_preference
~ Topics format
The Topics format plugin does not store any personal data.

~ Weekly format

The Weekly format plugin does not store any personal data.

+ Data format

~ Comma separated values (.csv)

The CSV data format plugin does not store any personal data.

+ Microsoft Excel (.xIsx)

The Excel data format plugin does not store any personal data.

~ HTML table

The HTML table data format plugin does not store any personal data.

~ Javascript Object Notation (.json)

The JavaScript Object Notation (JSON) data format plugin does not store any personal data.

+ OpenDocument (.ods)

The OpenDocument data format plugin does not store any personal data.

~ Portable Document Format (.pdf)

The PDF data format plugin does not store any personal data.

- University of Nottingham Business School (.txt)(***

The University of Nottingham Business School data format plugin does not store any personal data.

-~ Profile field type

~ Checkbox

user_info_data Additional profile data

database_table



userid
fieldid
data

dataformat

+~ Date/Time

user_info_data
database_table

userid
fieldid
data

dataformat

~ Drop-down menu

user_info_data
database_table

userid
fieldid
data

dataformat

~ Text input

user_info_data

database_table

userid
fieldid
data

dataformat

v Text area
user_info_data
database_table

userid
fieldid
data

dataformat

-~ Site report

~ Backups report

The ID of the user whose data is stored by the Checkbox user profile field
The ID of the profile field
The checkbox user profile field user data

The format of Checkbox user profile field user data

Additional profile data

The ID of the user whose data is stored by the Date/time user profile field
The ID of the profile field
Date/time user profile field user data

The format of Date/time user profile field user data

Additional profile data

The ID of the user whose data is stored by the drop-down menu user profile field
The ID of the profile field
Drop-down menu user profile field user data

The format of the drop-down menu user profile field user data

Additional profile data

The ID of the user whose data is stored by the Text input user profile field
The ID of the profile field
Text input user profile field user data

The format of Text input user profile field user data

Additional profile data

The ID of the user whose data is stored by the Text area user profile field
The ID of the profile field
Text area user profile field user data

The format of Text area user profile field user data

The Backups reports plugin does not store any personal data.

+~ Competency breakdown

The Competency breakdown plugin does not store any personal data.



v Module completion

The Course completion report only shows data stored in other locations.

~ Config changes

The Config changes plugin does not store any personal data.

~ Module overview

The Course overview plugin does not store any personal data.
~ Events list
The Events list plugin does not store any personal data.

- Forecasting report(**r)

report_forecastingsetting Stores settings for a report run by the plugin.
database_table

setting JSON encoded settings.
timecreated Stores the time the record was created.
~ Insights

The Insights plugin does not store any personal data.
v Logs

The Logs plugin does not store any personal data.

~ Live logs

The Live logs plugin does not store any personal data.

~ Activity report

The Activity report plugin does not store any personal data.

~ Module participation

The Course participation plugin does not store any personal data.

~ Performance overview

The Performance overview plugin does not store any personal data.

~ Activity completion

The Activity completion report only shows data stored in other locations.

~ Question instances




The Question instances plugin does not store any personal data.

~ Security overview

The Security overview plugin does not store any personal data.

~ Statistics

stats_user_daily
database_table
courseid

userid

roleid

timeend
statsreads
statswrites

stattype

stats_user_weekly
database_table
courseid

userid

roleid

timeend

statsreads
statswrites

stattype

stats_user_monthly
database_table
courseid

userid

roleid

timeend

statsreads
statswrites

stattype

Records basic statistics about user interaction in courses.

An identifier for a course

The user ID linked to this table.
The role ID of the user.

End time of logs view

Views of content

Content made in the course.

The type of stat being recorded

Records basic statistics about user interaction in courses.

An identifier for a course

The user ID linked to this table.
The role ID of the user.

End time of logs view

Views of content

Content made in the course.

The type of stat being recorded

Records basic statistics about user interaction in courses.

An identifier for a course

The user ID linked to this table.
The role ID of the user.

End time of logs view

Views of content

Content made in the course.

The type of stat being recorded

~ User sessions report

The User sessions report plugin does not store any personal data.

~ Module report

~ Grade export method

v OpenDocument spreadsheet

The OpenDocument spreadsheet grade export plugin does not store any personal data.

+ Plain text file



The Plain text file grade export plugin does not store any personal data.

v Excel spreadsheet

The Excel spreadsheet grade export plugin does not store any personal data.

+ XML file

The XML file grade export plugin does not store any personal data.

- Grade import method

~ CSV file

The import grades from CSV plugin does not store any personal data.

~ Paste from spreadsheet

The import grades from copied spreadsheed plugin does not store any personal data.

+ XML file

The import grades from XML plugin does not store any personal data.

~ Gradebook report

~ Grader report

grade_report_showcalcula
tions

user_preference

grade_report_showeyecon
s

user_preference

grade_report_showaverag
es

user_preference

grade_report_showlocks

user_preference

grade_report_showuserim
age

user_preference

grade_report_showactivit
yicons

user_preference

grade_report_showranges

user_preference

grade_report_showanalysi
sicon

user_preference

Whether a calculator icon for each grade item and category with a visual indicator that a
grade item is calculated is displayed or not when editing is turned on

Whether to display the show/hide icon for each grade for controlling its visibility to the
student

Whether to display an additional row with the average (mean) for each category and grade
item

Whether to display a lock/unlock icon for each grade for controlling if the grade can be
automatically updated by the related activity when editing is turned on

Whether to show the user's profile image next to the name

Whether to show the activity icons next to activity names

Whether to display an additional row with the range for each category and grade item

Whether to show grade analysis icon by default. If the activity module supports it, the grade
analysis icon links to a page with more detailed explanation of the grade and how it was
obtained.



grade_report_rangesdispl

aytype

user_preference

grade_report_rangesdeci
malpoints

user_preference

grade_report_averagesdis
playtype

user_preference

grade_report_averagesde
cimalpoints

user_preference

grade_report_meanselecti
on

user_preference

grade_report_shownumbe
rofgrades

user_preference

grade_report_quickgradin
9

user_preference

grade_report_showquickf
eedback

user_preference

grade_report_studentsper
page

user_preference

grade_report_showonlyac
tiveenrol

user_preference

grade_report_aggregation
position

user_preference

grade_report_enableajax

user_preference

grade_report_grader_colla
psed_categories

user_preference

~ Grade history

Whether the range is displayed as real grades, percentages or letters, or whether the display
type for the category or grade item is used (inherit)

The number of decimal places to display for each range or whether the overall decimal
places setting for the category or grade item is used (inherit)

Whether the average (mean) is displayed as real grades, percentages or letters, or whether
the display type for the category or grade item is used (inherit).

The number of decimal places to display for each average or whether the overall decimal
places setting for the category or grade item is used (inherit).

Whether cells with no grade should be included when calculating the average (mean) for
each category or grade item

Whether to display in brackets after each average the number of grades used when
calculating the average

Whether to display a text input box for each grade, allowing many grades to be edited at the
same time

Whether to display a feedback text input box with a dotted border for each grade, allowing
the feedback for many grades to be edited at the same time

The number of students displayed per page in the grader report

Whether to display only active enrolled users (not suspended) in gradebook report or all the
enrolled users

Whether the category and course total columns are displayed first or last in the gradebook
reports

Whether to add a layer of AJAX functionality to the grader report, simplifying and speeding
up common operations

List of gradebook categories to be collapsed

The Grade history report only shows data stored in other locations.

+~ QOutcomes report

The Grade outcomes report only shows data stored in other locations.



~ Overview report

The Grade overview report only shows data stored in other locations.

~ Single view

The Grade single view report only shows data stored in other locations.

v User report

gradereport_user_view_us
er

user_preference

~ Marking guide

gradingform_guide_filling
s

database_table

instanceid

criterionid

remark

score

gradingform_guide-
showmarkerdesc

user_preference

gradingform_guide-
showstudentdesc

user_preference

~ Rubric

gradingform_rubric_filling
s

database_table

instanceid

criterionid

levelid

remark

Whether to view report as current user or another user in the gradebook reports

- Advanced grading method

Stores information about a user's grade and feedback for the marking guide.

An identifier to a grade used by an activity.
An identifier to a criterion for advanced marking.
Remarks related to this grade criterion.

A score for this grade criterion.

Whether to show marker criterion descriptions

Whether to show student criterion descriptions

Stores information about the user's grade created by the rubric.

An identifier relating to a grade in an activity.
An identifier for a specific criterion being graded.
The level obtained in the rubric.

Remarks related to the rubric criterion being assessed.

~ Machine learning backend

~ PHP machine learning backend

The PHP machine learning backend plugin does not store any personal data.

~ Python machine learning backend

The Python machine learning backend plugin does not store any personal data.



+ MNet service

+ Remote enrolment service

mnetservice_enrol_enrolm The Remote enrolment service stores information about enrolments of local users in courses
ents on remote hosts.

database_table

hostid The ID of the remote MNet host

userid The ID of the local user on this server

remotecourseid The ID of the course on the remote server

rolename The name of role on the remote server

enroltime The time when the enrolment was modified

enroltype The enrolment type on the remote server used to enrol the user in their course

~ Webservice protocol

v REST protocol

The REST protocol plugin does not store any personal data.

v SOAP protocol

The SOAP protocol plugin does not store any personal data.

v XML-RPC protocol

The XML-RPC protocol plugin does not store any personal data.

~ Repository

~ Embedded files

The Embedded files repository plugin does not store or transmit any personal data.

~ Box

box.com The Box repository plugin does not store any personal data, but does transmit user data
external_location from Moodle to the remote system.

query The Box repository user search text query.

~ acy module files

The Legacy course files repository plugin does not store or transmit any personal data.

~ Dropbox

dropbox.com The Dropbox repository plugin does not store any personal data, but does transmit user data
external_location from Moodle to the remote system.

query The Dropbox repository user search text query.

~ EQUELLA repository




The EQUELLA repository plugin does not store any personal data, but does transmit user data from Moodle to the remote

system.

~ File system

The File system repository plugin does not store or transmit any personal data.

+ Flickr

flickr.com

external_location

text

repository_flickr_access_t
oken

user_preference

repository_flickr_access_t
oken_secret

user_preference

~ Flickr public

flickr.com

external_location

author
email_address
text

user_id

v Google Drive

drive.google.com

external_location

email

searchtext

~ Server files

The Flickr repository plugin does store user preferences, and transmits user data from
Moodle to the remote system.

The Flickr repository user search text query.

The Flickr repository OAuth token preference.

The Flickr repository OAuth secret preference; this is excluded from privacy data exports.

The Flickr public repository plugin does not store any personal data, but does transmit user
data from Moodle to the remote system.

The Flickr public repository content author.
The Flickr public repository user email address.
The Flickr public repository user search text.

The Flickr public repository user ID.

The Google Drive repository plugin does not store any personal data, but does transmit user
data from Moodle to the remote system.

The email of the Google Drive repository user.

The Google Drive repository user search text query.

The Server files repository plugin does not store or transmit any personal data.

~ Merlot.org

merlot.org

external_location

author
keywords

licencekey

+ Nextcloud

The Merlot.org repository plugin does not store any personal data, but does transmit user
data from Moodle to the remote system.

The Merlot.org repository content author.
The Merlot.org repository user search text query.

The Merlot.org repository licence key.



I he Nextcloud repository plugin neither stores any personal data nor transmits user data 1o the remote system.

~ Microsoft OneDrive

onedrive.live.com The Microsoft OneDrive repository stores temporary access grants, and transmits user data
external_location from Moodle to the remote system.
searchtext The Microsoft OneDrive repository user search text query.

repository_onedrive_acces The Microsoft OneDrive repository stores temporary access grants, and transmits user data
s from Moodle to the remote system.
database_table

itemid The Microsoft OneDrive with a temporary access grant item ID.

permissionid The Microsoft OneDrive temporary access grant permission ID.

timecreated The Microsoft OneDrive temporary access grant creation date/time.
timemodified The Microsoft OneDrive temporary access grant modification date/time.
usermodified The ID of the user modifying the Microsoft OneDrive temporary access grant.

~ Picasa web album

picasa.google.com The Picasa web album repository plugin does not store any personal data, but does transmit
external_location user data from Moodle to the remote system.
search_text The Picasa repository user search text query.

~ Recent files
The Recent files repository plugin does not store or transmit any personal data.
~ Amazon S3

The Amazon S3 repository plugin does not store any personal data, but does transmit user data from Moodle to the remote
system.

~ Microsoft OneDrive (legacy)

The Microsoft OneDrive (legacy) repository plugin does not store any personal data, but does transmit user data from
Moodle to the remote system.

~ Upload a file

The Upload a file repository plugin does not store or transmit any personal data.

~ URL downloader

The URL downloader repository plugin does not store or transmit any personal data.

~ Private files

The Private files repository plugin does not store or transmit any personal data.

~ WebDAV repository

The WebDAV repository plugin does not store any personal data, but it is transmitted from Moodle to the remote system.



+ Wikimedia

wikimedia.org

external_location The Wikimedia repository plugin does store user preferences, and transmits user data from
Moodle to the remote system.

search_text The Wikimedia repository user search text query.
repository_wikimedia_ma The user preference max width configured for the Wikimedia repository
xwidth

user_preference

repository_wikimedia_ma The user preference Max Height configured for the Wikimedia repository.
xheight

user_preference

~ Flickr public ()_(F-’Lrt)_

The Xpert Flickr public repository does not store or transmit Moodle users personal information. It does recieve information
about the author of the images in search results for from Flickr. When an image is selected the author's name is baked into
the copyright attribution part of the stored image.

~ Upload and attribute a file (Xpert)(*)

The Xpert upload and attribute a file repository does not store or transmit any personal information.

~ URL downloader (Xpert)(**tr)

The Xpert URL downloader repository does not store or transmit any personal information.

~ YouTube videos

youtube.com The YouTube videos repository plugin does not store any personal data, but does transmit
external_location user data from Moodle to the remote system.
searchtext The YouTube videos repository user search text query

~ Portfolio

v Box

box.net This plugin sends data externally to a linked Box account. It does not store data locally.

external_location

data Personal data passed through from the portfolio subsystem.

~ File download

This plugin does not store personal data, nor does it export personal data to an external location.

+ Flickr.com

flickr.com This plugin sends data externally to a linked Flickr account. It does not store data locally.

external_location

data Personal data passed through from the portfolio subsystem.



~ Google Drive

docs.google.com This plugin sends data externally to a linked Google account. It does not store data locally.

external_location

data Personal data passed through from the portfolio subsystem.

~ Mahara ePortfolio

mahara This plugin sends data externally to a linked Mahara application. It does not store data
external_location locally.

data Personal data passed through from the portfolio subsystem.

~ Picasa

picasa.google.com This plugin sends data externally to a linked Picasa account. It does not store data locally.

external_location

data Personal data passed through from the portfolio subsystem.

~ Search engine

~ Simple search

search_simpledb_index Indexed contents

database_table

docid Document ID (unique)
itemid Item identifier (in search area scope)
title Title

content Contents

contextid Document context ID
areaid Search area ID

type Document type

courseid Course ID

owneruserid Document owner user ID
modified Last modification time
userid Document user ID
description1 Extra description field
description2 Extra description field

~ Solr

solr This plugin sends data externally to a linked Solr search engine. It does not store data locally.

external_location

data Personal data passed through from the search subsystem.

~ Question behaviour

~ Adaptive mode

The Adaptive mode question behaviour plugin does not store any personal data.



v Adaptive mode (no penaitues)

The Adaptive mode (no penalties) question behaviour plugin does not store any personal data.

~ Deferred feedback with CBM

The Deferred feedback with CBM question behaviour plugin does not store any personal data.

~ Deferred feedback

The Deferred feedback behaviour plugin does not store any personal data.

+ Immediate feedback with CBM

The Immediate feedback with CBM question behaviour plugin does not store any personal data.

~ Immediate feedback

The Immediate feedback question behaviour plugin does not store any personal data.

~ Behaviour for information items

The Information items question behaviour plugin does not store any personal data.

~ Interactive with multiple tries

The Interactive with multiple tries question behaviour plugin does not store any personal data.

~ Interactive with multiple tries (credit for earlier tries)

The Interactive with multiple tries (credit for earlier tries) question behaviour plugin does not store any personal data.

~ Manually graded

The Manually graded question behaviour plugin does not store any personal data.

+~ Missing behaviour

The Missing question behaviour plugin does not store any personal data.

~ Question import/export format

~ Aiken format

The Aiken question format plugin does not store any personal data.

~ Blackboard

The Blackbard question format plugin does not store any personal data.
~ Examview

The Examview question format plugin does not store any personal data.



v GIFT tormat

The GIFT question format plugin does not store any personal data.

+ Missing word format

The Missing word question format plugin does not store any personal data.

+ Embedded answers (Cloze)

The Embedded answers question plugin does not store any personal data.

+ WebCT format

The WebCT question format plugin does not store any personal data.

+ XHTML format

The XHTML question format plugin does not store any personal data.

+ Moodle XML format

The XML question format plugin does not store any personal data.

giarism plugin

- TU m itin p|aqia I‘iS m pl_ugi_nGdditionaXUserlist provider missing)

core_files

subsystem_link

plagiarism_turnitin_files
database_table

userid

similarityscore

attempt

transmatch

lastmodified
grade
orcapable

student_read

plagiarism_turnitin_users

database_table

userid

plagiarism_turnitin_client

external_location

email
firstname

lastname

Turnitin Assignment stores files that have been uploaded to Moodle to form a Turnitin
submission.

Information that links a Moodle submission to a Turnitin submission.

The ID of the user who has made a submission.
The similarity score of the submission.
A timestamp indicating when the user viewed feedback on their submission.

Indicates whether Turnitin used translated matching to produce a Similarity Report for the
submission.

A timestamp indicating when the user last modified their submission.
The grade applied by an instructor to the submission.
Indicates whether Turnitin was able to produce a similarity report for the user's submission.

Indicates whether a student has read their feedback.

Information about Plagiarism Plugin Users.

The ID of the user who uses this plugin.

To successfully make a submission to Turnitin, specific user data needs to be exchanged
between Moodle and Turnitin. For more information around Moodle Plugins and GDPR,
please visit: https:/help.turnitin.com/feedback-studio/moodle/moodle-plugins-and-
gdpr.htm

The user's email address is shared by Moodle to enable the creation of a Turnitin account.
The user's first name is sent to Turnitin so that the user can be identified.

The user's last name is sent to Turnitin so that the user can be identified.



submission_title

submission_filename

submission_content

+~ Admin tool

~ Analytic models

The title of the submission is sent to Turntin so that it is identifiable.

The name of the submitted file is sent to Turntin so that it is identifiable.

Please be aware that the content of a file/submission is sent to Turnitin for processing.

The Analytic models plugin does not store any personal data.

~ Availability condition management

The Availability condition management plugin does not store any personal data.

~ Acceptance testing

The Acceptance testing plugin does not store any personal data.

~ Capability overview

The Capability overview plugin does not store any personal data.

~ Cohort roles management

tool_cohortroles
database_table

id

cohortid

roleid

userid
timecreated
timemodified

usermodified

The Cohort roles management plugin stores user cohort role mappings.

The ID of the cohort role mapping record

The ID of the cohort

The ID of the role

The ID of the user

The time when the cohort role mapping was created
The time when the cohort role mapping was modified

The ID of the user who last modified the cohort role mapping

~ Language customisation

The Language customisation plugin does not store any personal data.

~ Data privacy

tool_dataprivacy_request

database_table

comments
userid
requestedby
dpocomment

timecreated

tool_dataprivacy_request-
filters

user_preference

Information from personal data requests (subject access and deletion requests) made for this
site.

Any user comments accompanying the request.

The ID of the user to whom the request belongs

The ID of the user making the request, if made on behalf of another user.
Any comments made by the site's privacy officer regarding the request.

The timestamp indicating when the request was made by the user.

The filters currently applied to the data requests page.



tool_dataprivacy_request- The number of data requests the user prefers to see on one page
perpage

user_preference

~ Database transfer

The Database transfer plugin does not store any personal data.

~ File types

The File types plugin does not store any personal data.

~ Random module generator

The Development data generator plugin does not store any personal data.

~ HTTPS conversion tool

The HTTPS conversion tool plugin does not store any personal data.

~ Convert to InnoDB

The Convert to InnoDB plugin does not store any personal data.

+ Plugin installer

The Plugin installer plugin does not store any personal data.

~ Language packs

The Language packs plugin does not store any personal data.

~ Log store manager

logstore The log stores
plugintype_link

~ Learning plans

The Learning plans plugin does not store any personal data.

~ Import competency framework

The Import competency framework plugin does not store any personal data.

~ Competencies migration tool

The Competencies migration tool plugin does not store any personal data.

~ Inbound message configuration

messageinbound_message A list of message identifiers which failed validation and requires further authorisation
list



database_table

messageid
userid
address

timecreated

core_userkey

subsystem_link

~ Moodle app tools

tool_mobile_autologin_req
uest_last

user_preference

core_userkey

subsystem_link

~ Event monitor

tool_monitor_rules
database_table
description
name

userid

plugin
eventname
template
frequency
timewindow
timemodified

timecreated

tool_monitor_subscription
s

database_table

userid

timecreated
lastnotificationsent

inactivedate

tool_monitor_history

database_table

userid

timesent

core_message

subsystem_link

~ Multilang upgrade

The message ID
The ID of user who need to approve the message
The address where the email was sent

The time when the record was made

User's keys to validate the email received

The date of the last auto-login key request. Between each request 6 minutes are required.

User's keys used to create auto-login key for the current user.

This stores monitor rules.

Description of the rule

Name of the rule

The ID of user who created the rule.
Frankenstlye name of the plugin
Fully qualified name of the event
Message template

Frequency of notifications

Time window in seconds

When this rule was last modified

When this rule was created

Stores user subscriptions to various rules

The ID of the subscriber.
When this subscription was created
When a notification was last sent for this subscription.

Period of time, in days, after which an inactive subscription will be removed completely

Stores the history of the message notifications sent

The ID of the user to whom this notification was sent

When the message was sent

Notifications are sent to the message system.

The Multilang upgrade plugin does not store any personal data.
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v UAULI £ 5ervices

The OAuth 2 services plugin does not store any personal data.

+ PHPUnit tests

The PHPUnit tests plugin does not store any personal data.

~ Policies

tool_policy_acceptances

database_table

policyversionid
userid

status

lang
usermodified
timecreated
timemodified

note

tool_policy_versions

database_table

name
type

audience
archived
usermodified
timecreated
timemodified
policyid
revision
summary
summaryformat
content

contentformat

core_files

subsystem_link

+ Profiling runs

Information about policy agreements made by users.

The version of the policy for which consent was given.
The user for whom this policy agreement relates to.
The status of the agreement.

The language used to display the policy when consent was given.

The user who gave consent for the policy, if made on behalf of another user.

The time when the user agreed to the policy.

The time when the user updated their agreement.

Any comments added by a user when giving consent on behalf of another user.

Policy version information.

The name of the policy.

Policy type.

The type of users required to give their consent.
The policy status (active or inactive).

The user who modified the policy.

The time that this version of the policy was created.
The time that this version of the policy was updated.
The policy that this version is associated with.

The revision name of this version of the policy.

The summary of this version of the policy.

The format of the summary field.

The content of this version of the policy.

The format of the content field.

The policy tool stores files included in the summary and full policy.

The Profiling runs plugin does not store any personal data.

~ Recycle bin

The Recycle bin plugin does not store any personal data.

~ DB search and replace

The DB search and replace plugin does not store any personal data.

~ Spam cleaner



The Spam cleaner plugin does not store any personal data.

~ Scheduled task configuration

The Scheduled task configuration plugin does not store any personal data.

~ Template library

The Template library plugin does not store any personal data.

~ Unsupported role assignments

The Unsupported role assignments plugin does not store any personal data.

~ Course upload

The Course upload plugin does not store any personal data.

v User upload

The User upload plugin does not store any personal data.

~ User tours

tool_usertours_tour_reset The time that a user last manually requested a user tour.

time_

user_preference

tool_usertours_tour_compl The time that a user last completed a user tour.
etion_time_

user_preference

~ XMLDB editor

The XMLDB editor plugin does not store any personal data.

~ Cache store

~ APC user cache (APCu)

The APC user cache (APCu) plugin stores data briefly as part of its caching functionality but this data is regularly cleared and
is not sent externally in any way.

~ File cache

The File cache cachestore plugin stores data briefly as part of its caching functionality but this data is regularly cleared.

+ Memcached

memcached The Memcached cachestore plugin stores data briefly as part of its caching functionality.
external_location This data is stored on an Memcache server where data is regularly removed.
data The various data stored in the cache

R . _RD



v viongowo

mongodb

external_location

data

~ Redis

redis

external_location

data

~ Session cache

core_user

subsystem_link

The MongoDB cachestore plugin stores data briefly as part of its caching functionality. This
data is stored on an MongoDB server where data is regularly removed.

The various data stored in the cache

The Redis cachestore plugin stores data briefly as part of its caching functionality. This data
is stored on an Redis server where data is regularly removed.

The various data stored in the cache

The Session cachestore plugin stores data briefly as part of its caching functionality. This
data is stored in the short-lived user session.

~ Static request cache

The Static request cachestore plugin stores some data, but this is only present for the lifetime of a single HTTP request.

-~ Cache lock handler

~ File locking

The File locking plugin does not store any personal data.

~- Document converter

v Google Drive

googledrive

external_location

params
filecontent

filemimetype

This information is sent to Google Drive API in order the file to be converted to an alternative
format. The file is temporarily kept on Google Drive and gets deleted after the conversion is
done.

The query parameters passed to Google Drive API.
The content of the file.
The MIME type of the file.

~ Microsoft OneDrive(***)

onedrive

external_location

params

filecontent

~ Unoconv

This information is sent to Microsoft OneDrive API in order the file to be converted to an
alternative format. The file is temporarily kept on Microsoft OneDrive Drive and gets deleted
after the conversion is done.

The query parameters passed to Microsoft OneDrive API.

The content of the file.

The Unoconv document converter plugin does not store any personal data.

« Theme



~ Boost

drawer-open-nav The user's preference for hiding or showing the drawer menu navigation.

user_preference

~ Classic

The Classic theme does not store any personal data.

v Nottingham

The theme makes use of the Boost user preferences. The Boost theme will handle exporting it.

~ Nottingham Faculty of Arts

This theme does not store any personal data.

- Nottingham Faculty of Engineering(**%")

This theme does not store any personal data.

~ Nottingham The Environment

This theme does not store any personal data.

- Nottingham Foundation(*é)

This theme does not store any personal data.

~ Nottingham Leadership and Management Academy_

The LMA theme does not store any personal data.

- Nottingham Faculty of Medicine and Health Sciences(**")

This theme does not store any personal data.

- Nottingham Professional Services(**

This theme does not store any personal data.

- Nottingham Faculty, of Science(***)

This theme does not store any personal data.

~ Nottingham Faculty, of Social Sciences(***

This theme does not store any personal data.

~ Local plugin

~ Archive tool(****)



The course archive tool does not store or transmit any personal information.

- Bulk role assign(*¥r)

The plugin examines user data to check if it matches rules for category enrolment. While a user matches a rule they will be

enrolled at a category level in Moodle. The plugin itself does not store any personal data, nor does it transmit any personal
data to an external system.

- Fullscreen toggle button(**e)

fullscreenmode Stores if the user has full screen mode active.

user_preference

~ MediaSpace package Iibraries

Iti_client The LTI Consumer provides user information and context to the LTI Tool Provider.

external_location

userid The ID of the user accessing the LTI Consumer

username The username of the user accessing the LTI Consumer

useridnumber The ID number of the user accessing the LTI Consumer

firstname The firstname of the user accessing the LTI Consumer

lastname The lastname of the user accessing the LTI Consumer

fullname The fullname of the user accessing the LTI Consumer

email The email address of the user accessing the LTI Consumer

role The role in the course for the user accessing the LTI Consumer

courseid The ID of the course the user is accessing the LTI Consumer from
courseidnumber The ID number of the course the user is accessing the LTI Consumer from
courseshortname The shortname of the course the user is accessing the LTI Consumer from
coursefullname The fullname of the course the user is accessing the LTI Consumer from
custompublishdata The courses the user is enrolled in and the LTI roles the user has in the course
editor The editor of the user accessing the LTI Consumer

module The name of the module the user is accessing the LTI Consumer from
source The source URL of the media entry of the user accessing the LTI Consumer

- Media Gallery(*

Kaltura media gallery plugin does not store any personal data.

- Large file report(*=)

This plugin does not store or use personal data.

~ Moodle Mobile additional features

Moodle Mobile additional features plugin does not store any personal data

- My Media(***)

My Media plugin does not store any personal data.

+ New Relic

newrelic Data is sent to NewRelic so that error traces contain Moodle specific information that helps
external_location yo diagnose the cause of problems.



userid The Moodle id of a user.

contextid The id of the context of the page that a user is viewing.
pageurl The url of the page that the user is viewing.
. dd
- GSA Spider(**™)
search_engine Allows an authenticated search engine to crawl and index content within a configured
external_location category. The search engine may index personal information if it appears on the pages at the

time of crawling.

moodle_page The contents of a course or activity page as displayed for the search engine user account

~ University of Nottingham Functions Library Plugi_n

local_uonlib_check_login A web service that verifies a username and password or time limited key.

external_location

userid The Moodle user id is returned to the caller
username The username of the user is returned if they are authenticated with a time limited key.
local_uonlib_user_details A web service that returns the details of a single user.

external_location

userid The Moodle id of the user

username The username of the user

idnumber The idnumber of the user. This could be a student number or staff payroll number
firstname The first name of the user

lastname The last name of the user

degree The student record system code for the degree the user is studying

year The year of study of the user

email The e-mail address of the user

status Which type of university user they are, for example: staff or student
local_uonlib_user_list A web service that returns a list of users based of their University of Nottingham programme
external_location and year of study.

userid The Moodle id of the user

username The username of the user

idnumber The idnumber of the user. This could be a student number or staff payroll number
firstname The first name of the user

lastname The last name of the user

degree The student record system code for the degree the user is studying

year The year of study of the user

email The e-mail address of the user

status Which type of university user they are, for example: staff or student
local_uonlib_course_user_| A web service that returns a list of users on a Moodle course.

ist

external_location

userid The Moodle id of the user
username The username of the user
idnumber The idnumber of the user. This could be a student number or staff payroll number
firstname The first name of the user

lastname The last name of the user



degree
year
email

status

local_uonlib_assign_submi
ssions

external_location

url

username

The student record system code for the degree the user is studying
The year of study of the user
The e-mail address of the user

Which type of university user they are, for example: staff or student

A web service that returns a list of submissions to a Moodle assignment

The url to download the assignmnet submission

The user name of he user who submitted the assignment

~ Assignment / Submission plugin

+ Submission comments

core_comment

subsystem_link

~ File submissions

core_files

subsystem_link

Comments between the student and teacher about a submission.

The files loaded for this assignment submission

~ Online text submissions

assignsubmission_onlinete
xt

database_table

assignment

submission

onlinetext

core_files

subsystem_link

Stores the text submission for each attempt.

Assignment ID
The submission ID that links to submissions for the user.

The actual text submitted for this attempt of the assignment.

Files that are embedded in the text submission.

- Assignment / Feedback plugin

~ Feedback comments

assignfeedback_comment
s

database_table

assignment

grade

commenttext

core_files

subsystem_link

~ Annotate PDF

assignfeedback_editpdf_q
uick

database_table

This stores comments made by the graders as feedback for the student on their submission.

Assignment ID
The grade ID associated with the comment.

The comment text.

Feedback files from the teacher for the student.

Stores teacher specified quicklist comments



userid The user ID

rawtext Stores raw text for the quick data.
colour Colour of the comment or annotation
core_files Stores an annotated PDF with feedback for the user.

subsystem_link

core_fileconverter Files are converted to PDFs to allow for annotations.

subsystem_link

+ File feedback

core_files Feedback files from the teacher for the student.

subsystem_link

+ Offline grading worksheet

This plugin has no database to store user information. It only uses APIls in mod_assign to help with displaying the grading

interface.

- Assignment 2.2 (Disabled) / assignment

~ Offline
The Offline assignment plugin does not store any personal data.
v Online

The Online assignment plugin does not store any personal data.

~ Upload

The Upload assignment plugin does not store any personal data.

~ Upload single

The Upload single assignment plugin does not store any personal data.

- Book / Book tool

~ Book IMS CP export

The Book IMS CP export plugin does not store any personal data.

~ Book chapter import

The Book chapter import plugin does not store any personal data.
~ Book printing

The Book printing plugin does not store any personal data.

- Database / Database field type




v CheckboXx

The Checkbox field component does not store any personal data itself, it uses tables defined in mod_data.

~ Date

The Date field component does not store any personal data, it uses tables defined in mod_data.

The File field component does not store any personal data, it uses tables defined in mod_data.

~ Latlong

The Latitude/longitude field component does not store any personal data, it uses tables defined in mod_data.
~ Menu

The Menu field component does not store any personal data, it uses tables defined in mod_data.

+ Multimenu

The Multiple-selection menu field component does not store any personal data, it uses tables defined in mod_data.
+~ Number

The Number field component does not store any personal data, it uses tables defined in mod_data.

~ Picture

The Picture field component does not store any personal data, it uses tables defined in mod_data.

~ Radio button

The Radio button field component does not store any personal data, it uses tables defined in mod_data.

~ Text input

The Text field component does not store any personal data, it uses tables defined in mod_data.

v Text area

The Textarea field component does not store any personal data, it uses tables defined in mod_data.

+ URL

The URL field component does not store any personal data, it uses tables defined in mod_data.

-~ Database / Preset

-~ Image gallery

The Image gallery plugin does not store any personal data.

+ Forum / forumrenort
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v Forum summary report

The Forum summary report plugin does not store any personal data.

~ External tool / LTI source

~ External tool / LTI service

~ Basic Outcomes Service

External LTI provider. This information is sent to an external LTI provider.

external_location

userid The ID of the user using the LTI consumer.

grade The tool's grades of the user using the LTI consumer.

~ LTI Assignment and Grade Services

External LTI provider. This information is sent to an external LTI provider.

external_location

userid The ID of the user using the LTI consumer.

grade The grade the user received in Moodle for this LTI activity.
maxgrade The max grade that can be achieved for this LTI activity.
feedback The feedback the user received for this LTI activity.
timemodified The last time the grade was updated

~ Names and Role Provisioning LTI Service

External LTI provider. This information is sent to an external LTI provider.

external_location

userid The ID of the user using the LTI consumer.
useridnumber The ID number of the user using the LTI consumer
fullname The fullname of the user using the LTI consumer.
firstname The firstname of the user using the LTI consumer.
lastname The lastname of the user using the LTI consumer.
email The email of the user using the LTI consumer.

~ Tool Consumer Profile LTI Service

The Tool Consumer Profile LTI Service plugin does not store any personal data.

~ Tool Proxy Service

The Tool Proxy Service plugin does not store any personal data.

~ Tool Settings Service

The Tool Settings Service plugin does not store any personal data.

~ Quiz / Report

v Manual grading




The Quiz Manual grading plugin does not store any personal data. It provides an interface for users to store data without
storing any data itself.

~ Grades

quiz_overview_slotmarks Whether to show marks for each question slot.

user_preference

~ Responses

quiz_report_responses_qt Whether to show the question text columns.
ext

user_preference

quiz_report_responses_re Whether to show the students' response columns.
sp

user_preference

quiz_report_responses_rig Whether to show the correct response columns.
ht

user_preference

quiz_report_responses_wh Which tries to show responses from.
ich_tries

user_preference

~ Statistics

Although the Quiz Statistics plugin has database tables, the data is aggregate data and does not describe a unique
indidividual.

~ Quiz / Access rule

v Delay between attempts quiz access rule

The Delay between attempts quiz access rule plugin does not store any personal data.

~ IP address quiz access rule

The IP address quiz access rule plugin does not store any personal data.

+ Number of attempts quiz access rule

The Number of attempts quiz access rule plugin does not store any personal data.

+ Offline attempts access rule

The Offline attempts quiz access rule plugin does not store any personal data.

~ Open and close date access rule

The Open and close date quiz access rule plugin does not store any personal data.

~ Password quiz access rule

The Password quiz access rule plugin does not store any personal data.



~ Safe Exam Browser quiz access rule

The Safe Exam Browser quiz access rule plugin does not store any personal data.

~ JavaScript security quiz access rule

The JavaScript security quiz access rule plugin does not store any personal data.

~ Time limit quiz access rule

The Time limit quiz access rule plugin does not store any personal data.

-~ SCORM package / Report

~ Basic report

scorm_report_pagesize Number of users to display in the SCORM reports

user_preference

scorm_report_detailed Whether to track details in the SCORM basic report

user_preference

~ Graph report

The Graph report only shows data stored in other locations.

~ Interactions report

scorm_report_pagesize Number of users to display in the SCORM reports

user_preference

scorm_report_interactions Whether to display the summary of questions in the SCORM interactions report
_qtext

user_preference

scorm_report_interactions Whether to display the summary of responses in the SCORM interactions report
_resp

user_preference

scorm_report_interactions Whether to display the summary of right anwers in the SCORM interactions report
_right

user_preference

scorm_report_interactions Whether to display the summary of results in the SCORM interactions report
_result

user_preference

~ Obijectives report

scorm_report_pagesize Number of users to display in the SCORM reports

user_preference

scorm_report_objectives_ Whether to display the objective score in the SCORM report
score

user_preference

+ Warkshobo / Gradina strateav
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~ Accumulative grading

The Accumulative grading plugin only stores the details of the assessment form. Actual personal data of how the form has
been filled are stored by the Workshop module itself and are attached to exported assessments.

~ Comments

The Comments grading plugin only stores the details of the assessment form. Actual personal data of how the form has been
filled are stored by the Workshop module itself and are attached to exported assessments.

~ Number of errors

The Number of errors plugin only stores the details of the assessment form. Actual personal data of how the form has been
filled are stored by the Workshop module itself and are attached to exported assessments.

~ Rubric

The Rubric plugin only stores the details of the assessment form. Actual personal data of how the form has been filled are
stored by the Workshop module itself and are attached to exported assessments.

~ Workshop / Submissions allocation method

~ Manual allocation

workshopallocation_manu Number of allocated assessments the user prefers to see on one page.
al_perpage

user_preference

~ Random allocation

The Random allocation plugin does not store any personal data. Actual personal data about who is going to assess whom are
stored by the Workshop module itself and they form basis for exporting the assessments details.

~ Scheduled allocation

The Scheduled allocation plugin does not store any personal data. Actual personal data about who is going to assess whom
are stored by the Workshop module itself and they form basis for exporting the assessments details.

~ Workshop / Grading evaluation method

~ Comparison with the best assessment

The Comparison with the best assessment plugin does not store any personal data. Actual personal data user's grades are
stored by the Workshop module itself and are attached to the exported submissions and assessments data.

- Atto HTML editor / Atto plugin

~ Accessibility checker

The atto_accessibilitychecker plugin does not store any personal data.

~ Screenreader helper

The atto_accessibilityhelper plugin does not store any personal data.



~ Text align

The atto_align plugin does not store any personal data.

~ Background colour

The atto_backcolor plugin does not store any personal data.

~ Bold

The atto_bold plugin does not store any personal data.

~ Insert character

The atto_charmap plugin does not store any personal data.

~ Clear formatting

The atto_clear plugin does not store any personal data.

~ Show/hide advanced buttons

The atto_collapse plugin does not store any personal data.

~ Echo360 Plugin (Atto)(**ter)

echo360.com The Echo360 Plugin (Atto) does not store any personal data, but does transmit user and
external_location context data to integrate with Echo360.

userid The ID of the user accessing the Echo360 Plugin (Atto)

fullname The fullname of the user accessing the Echo360 Plugin (Atto)

firstname The firstname of the user accessing the Echo360 Plugin (Atto)

lastname The lastname of the user accessing the Echo360 Plugin (Atto)

email The email address of the user accessing the Echo360 Plugin (Atto)

roles The roles in the course for the user accessing the Echo360 Plugin (Atto)
courseid The ID of the course the user is accessing the Echo360 Plugin (Atto)
courseshortname The shortname of the course the user is accessing the Echo360 Plugin (Atto)
coursefullname The fullname of the course the user is accessing the Echo360 Plugin (Atto)

~ Emoji picker

The atto_emojipicker plugin does not store any personal data.
~ Emoticon

The atto_emoticon plugin does not store any personal data.

~ Equation editor

The atto_equation plugin does not store any personal data.

~ Font colour



The atto_fontcolor plugin does not store any personal data.

Additiona
~ Toggle full screen

The Atto Toggle full screen plugin does not store any personal data.

~ Insert H5P

The atto_h5p plugin does not store any personal data.

+ HTML

The atto_html plugin does not store any personal data.

~ Insert or edit image

The atto_image plugin does not store any personal data.

~ Indent

The atto_indent plugin does not store any personal data.

- Italic

The atto_italic plugin does not store any personal data.

- Embed Kaltura Media(**)

The atto_kalturamedia plugin does not store any personal data.

« Link

The atto_link plugin does not store any personal data.
~ Manage files

The atto_managefiles plugin does not store any personal data.

~ Insert or edit an audio/video file

The atto_media plugin does not store any personal data.

~ Prevent auto-link

The atto_noautolink plugin does not store any personal data.

+ Ordered list

The atto_orderedlist plugin does not store any personal data.

+ RecordRTC

Tha RarnrdRTC nliain Anae nnat etara anv nareanal data
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+ RTL/LTR

The atto_rtl plugin does not store any personal data.

v Strike through

The atto_strike plugin does not store any personal data.

v Subscript

The atto_subscript plugin does not store any personal data.
~ Superscript

The atto_superscript plugin does not store any personal data.
~ Table

The atto_table plugin does not store any personal data.

~ Paragraph styles

The atto_title plugin does not store any personal data.

~ Underline

The atto_underline plugin does not store any personal data.

~ Undo/Redo

The atto_undo plugin does not store any personal data.

~ Unordered list

The atto_unorderedlist plugin does not store any personal data.

~ TinyMCE HTML editor / Plugin

v CTRL+right click helper

The Ctrl+right TinyMCE plugin does not store any personal data.

- Kaltura media(**#)

The TinyMCE Kaltura Media plugin does not store any personal data.

~ Manage embedded files

The Manage embedded files TinyMCE plugin does not store any personal data.

+ Insert emoticon




I he IvVioodle Emoticon 1inyIVICE plugin does not store any personal data.

~ Insert image

The TinyMCE Moodle image plugin does not store any personal data.

+ Insert media

The TinyMCE Moodle Media plugin does not store any personal data.

~ Prevent automatic linking

The TinyMCE Automatic link prevention plugin does not store any personal data.

~ Toolbar Toggle

The TinyMCE Toolbar toggle plugin does not store any personal data.

~ Legacy spell checker

The TinyMCE Legacy spell checker plugin does not store any personal data.

~ Wrap

The TinyMCE Wrap plugin does not store any personal data.

store manager / Log store

- Standard log archive(*")

log A collection of past events archived from the standard log store.

external_location

eventname The event name

userid The ID of the user who triggered this event

relateduserid The ID of a user related to this event

anonymous Whether the event was flagged as anonymous

other Additional information about the event

timecreated The time when the event occurred

origin The origin of the event

ip The IP address used at the time of the event

realuserid The ID of the real user behind the event, when masquerading a user.

- Legacy log archive(**™)

log A collection of past events archived from the legacy log

external_location

time The time when the action took place

userid The ID of the user who performed the action
ip The IP address used at the time of the event
action A description of the action

url The URL related to the event

info Additional information



~ External database log

log
external_location
eventname
userid
relateduserid
anonymous
other
timecreated
origin

ip

realuserid

~ Legacy log

log
external_location
time

userid

ip

action

url

info

~ Standard log

logstore_standard_log
database_table
eventname

userid

relateduserid
anonymous

other

timecreated

origin

ip

realuserid

v core

v core_access

A collection of past events

The event name

The ID of the user who triggered this event
The ID of a user related to this event

Whether the event was flagged as anonymous
Additional information about the event

The time when the event occurred

The origin of the event

The IP address used at the time of the event

The ID of the real user behind the event, when masquerading a user.

A collection of past events

The time when the action took place

The ID of the user who performed the action
The IP address used at the time of the event
A description of the action

The URL related to the event

Additional information

A collection of past events

The event name

The ID of the user who triggered this event
The ID of a user related to this event

Whether the event was flagged as anonymous
Additional information about the event

The time when the event occurred

The origin of the event

The IP address used at the time of the event

The ID of the real user behind the event, when masquerading a user.

This subsystem does not store any data.

~ core_admin

The Administration plugin does not store any personal data.

v core_analytics




analytics_indicator_calc
database_table

starttime

endtime

contextid

sampleorigin

sampleid

indicator

value

timecreated

analytics_predictions
database_table
modelid
contextid
sampleid
rangeindex
prediction
predictionscore
calculations
timecreated
timestart

timeend

analytics_prediction_actio
ns

database_table

predictionid

userid

actionname

timecreated

~ core_antivirus

Indicator calculations

Calculation start time
Calculation end time

The context

The origin table of the sample
The sample ID

The indicator calculator class
The calculated value

When the prediction was made

Predictions

The model ID

The context

The sample ID

The index of the analysis interval
The prediction

The prediction score

Indicator calculations

When the prediction was made
Calculations time start

Calculations time end

Prediction actions

The prediction ID
The user that made the action
The action name

When the prediction action was performed

The Antivirus system does not store any personal data.

~ core_auth

auth_forcepasswordchang
e

user_preference

create_password

user_preference

login_failed_count

user_preference

login_failed_count_since_
success

user_preference

login_failed_last

user_preference

Indicates whether the user should change their password upon logging in

Indicates that a password should be generated for the user

The number of times the user failed to log in

The number of times the user failed to login since their last successful login

The date when the last failed login attempt was recorded



login_lockout Whether the user's account is locked due to failed login attempts, and the date when the
user_preference account was locked

login_lockout_ignored Indicates that a user's account should never be subject to lockouts

user_preference

login_lockout_secret When locked, the secret the user must use for unlocking their account

user_preference

~ core_availability

The Access restriction subsystem does not store any personal data.

~ core_backup

Backup The purpose of this archive is to store information related to a course, which may be
external_location restored in the future.
detailsofarchive This archive can contain various user data related to a course, such as grades, user

enrolments and activity data.

backup_controllers The list of backup operations

database_table

operation The operation that was performed, eg. restore.
type The type of the item being operated on, eg. activity.
itemid The ID of the course

timecreated The time when the action was created
timemodified The time when the action was modified

v core_badges

badge A collection of badges

database_table

usercreated The ID of the user who created the badge
usermodified The ID of the user who modified the badge
timecreated The time when the badge was created
timemodified The time when the badge was last modified
badge_issued A record of badges awarded

database_table

userid The ID of the user who was awarded a badge
dateissued The date of the award

dateexpire The date when the badge expires
badge_criteria_met A collection of criteria which have been met

database_table

userid The ID of the user who has met the criteria
datemet The date when the criteria was met
badge_manual_award A record of manual awards

database_table

recipientid The ID of the user who is manually awarded a badge

issuerid The ID of the user awarding the badge



issuerrole The role of the user awarding the badge

datemet The date when the user was awarded the badge

badge_backpack A record of user's backpacks

database_table

userid The ID of the user whose backpack it is

email The email associated with the backpack

externalbackpackid The ID of the backpack

backpackuid The backpack unique identifier

backpacks Information shared when users submit their badges to an external backpack

external_location

name The name of the badge

description The description of the badge

image The image of the badge

url The Moodle URL where the issued badge information can be seen
issuer Some information about the issuer

~ core_block

blocklDhidden Records when the user collapsed/hid a block

user_preference

docked_block_instance_l Records when the user docked a block
D

user_preference

~ core_blog

post The information related to blog entries

database_table

userid The ID of the user who added the blog entry

subject The blog entry title

summary The blog entry text

uniquehash A unique identifier for an external entry, typically a URL
publishstate Whether the entry is visible to others or not

created The date when the blog entry was created

lastmodified The date when the blog entry was last modified
core_comment Comments associated with blog entries

subsystem_link

core_files Files attached to blog entries

subsystem_link

core_tag Tags associated with blog entries

subsystem_link

blog_external A link to an external RSS feed

database_table

userid The ID of the user who added the external blog entry
name The name of the feed

description The description of the feed



url
filtertags
timemodified

timefetched

~ core_bulkusers

The URL of the feed
The list of tags to filter the entries with
The time when the association was last modified

The time when the feed was last fetched

This subsystem does not store any data.

~ core_cache

cachestore
plugintype_link

~ core_calendar

event
database_table
name
description
eventtype
timestart

timeduration

event_subscriptions

database_table

name
url

eventtype

calendar_savedfit

user_preference

~ core_cohort

cohort_members

database_table

cohortid
userid

timeadded

v core_comment

comments

database_table

content
timecreated

userid

~ core_competency

The Cache subsystem stores data temporarily on behalf of other parts of Moodle. This data
is not easily identifiable, and is very short lived. It serves as a cache of data stored elsewhere
in Moodle, and should therefore already be handled by those Moodle components.

The Calendar component can store user calendar event details within the core subsystem.

The name of the calendar event.

The description of the calendar event.
The event type of the calendar event.
The start time of the calendar event.

The duration of the calendar event.

The Calendar component can stores user calendar subscriptions details within the core
subsystem.

The name of the calendar subscription.
The url of the calendar subscription.

The event type of the calendar subscription.

The configured calendar event type display user preference.

Information about the user's cohort.

The ID of the cohort
The ID of the user which is associated to the cohort

The timestamp indicating when the user was added to the cohort

Stores comments of users.

Stores the text of the comment.
Time a comment was created.

The user who made the comment.



competency

database_table

timecreated
timemodified

usermodified

competency_coursecomps
etting

database_table

timecreated

timemodified

usermodified

competency_framework
database_table

timecreated
timemodified

usermodified

competency_coursecomp
database_table

timecreated

timemodified

usermodified

competency_template
database_table
timecreated
timemodified

usermodified

competency_templatecom

P
database_table

timecreated
timemodified

usermodified

competency_templatecoh
ort

database_table

timecreated

timemodified

usermodified

competency_relatedcomp

database_table

timecreated
timemodified

usermodified

A record of the competencies

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the competency settings in a course

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the competency frameworks

The time when the record was created

The time when the record was edited

The user who created or modified the record

A record of the competencies linked to a course

The time when the record was created

The time when the record was edited

The user who created or modified the record

A record of the learning plan templates

The time when the record was created

The time when the record was edited

The user who created or modified the record

A record of the competencies in a learning plan template

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the cohorts associated with a learning plan template

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the relationship between competencies

The time when the record was created
The time when the record was edited

The user who created or modified the record



competency_modulecomp

database_table

timecreated
timemodified

usermodified

competency_plan
database_table

name

description

userid

status

duedate
reviewerid
timecreated
timemodified

usermodified

competency_usercomp
database_table

userid

status

reviewerid

proficiency

grade

timecreated
timemodified

usermodified

competency_usercompco
urse

database_table

userid

proficiency

grade

timecreated

timemodified

usermodified

competency_usercomppla
n

database_table

userid

proficiency

grade

timecreated

timemodified

usermodified

competency_plancomp

database_table

A record of the competencies linked to a module

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the learning plans

The name of the learning plan

The description of the learning plan

The ID of the user whose learning plan it is
The status of the learning plan

The due date of the learning plan

The ID of the reviewer of the learning plan
The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of a user's state of competencies

The ID of the user whose competency it is
The status of the competency

The ID of the reviewer

Whether proficiency is achieved

The grade given for the competency

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of a user's state of competencies in a course

The ID of the user whose competency it is
Whether proficiency is achieved

The grade given for the competency

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the state of competencies in a learning plan

The ID of the user whose competency it is
Whether proficiency is achieved

The grade given for the competency

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the competencies in a learning plan



timecreated

timemodified

usermodified

competency_evidence
database_table
action
actionuserid
descidentifier
desccomponent
desca

url

grade

note
timecreated
timemodified

usermodified

competency_userevidence
database_table

name

description

url

timecreated

timemodified

usermodified

competency_userevidence
comp

database_table

timecreated

timemodified

usermodified

core_comment

subsystem_link

v core_completion

course_completions
database_table

userid

course

timeenrolled
timestarted
timecompleted

reaggregate

course_modules_completi
on

database_table

The time when the record was created

The time when the record was edited

The user who created or modified the record

A record of the evidence affecting a competency's state

The type of action taken with the evidence

The user performing the action

An identifier of the translatable evidence description

The component of the translatable evidence description

The optional parameters of the translatable evidence description
A URL associated with the evidence

The grade associated with the evidence

A non-localised note attached to the evidence

The time when the record was created

The time when the record was edited

The user who created or modified the record

A record of the evidence of prior learning

The name of the evidence of prior learning
The description of the evidence

A URL associated with the evidence

The time when the record was created
The time when the record was edited

The user who created or modified the record

A record of the competencies associated with evidence of prior learning

The time when the record was created
The time when the record was edited

The user who created or modified the record

Comments made on learning plans and competencies

Stores the course completion data for a user.

The user ID of the person with course and activity completion data
A course identifier

The time that the user was enrolled in the course

The time the course was started.

The time that the course was completed.

If the course completion was reaggregated.

Stores activity completion data for a user



userid
coursemoduleid
completionstate
viewed
overrideby

timemodified

course_completion_crit_c
ompl

database_table

userid

course

gradefinal

unenroled

timecompleted

~ core_countries

The user ID of the person with course and activity completion data
The activity ID

If the activity has been completed

If the activity was viewed

The user ID of the person who overrode the activity completion

The time that the activity completion was modified

Stores information about users who have completed criteria in a course

The user ID of the person with course and activity completion data
A course identifier

Final grade received for course completion

If the user has been unenrolled from the course

The time that the course was completed.

This subsystem does not store any data.

v core_course

core_completion

subsystem_link

core_favourites

subsystem_link

coursecat_management_p
erpage

user_preference

v core_currencies

The course contains completion information about the user.

The course contains information relating to the course being starred by the user.

The number of courses to show per page.

This subsystem does not store any data.

~ core_customfield

customfield_data
database_table
fieldid
instanceid
intvalue
decvalue
shortcharvalue
charvalue
value
valueformat
timecreated
timemodified

contextid

customfield
plugintype_link

Represents custom field data saved to a context

Field definition ID

Instance ID related to the data

Data value, when it is an integer

Data value, when it is a decimal

Data value when it is a short character
Data value when it is a character

Data value, when it is a text

The format of the value, when it is a text
Time when data was created

Time when data was last modified

The ID of the context where the data was saved

Fields for various components



core_files File attached to the custom field data

subsystem_link

~ core_dbtransfer

This subsystem does not store any data.

~ core_debug

This subsystem does not store any data.

+ core_editor

htmleditor Text editor preference.

user_preference

~ core_edufields

This subsystem does not store any data.

- core_enrol

user_enrolments The core enrol plugin stores enrolled users.

database_table

status The status of the user enrolment in a course

enrolid The instance of the enrolment plugin

userid The ID of the user

timestart The time when the user enrolment starts

timeend The time when the user enrolment ends

modifierid The ID of the user who last modified the user enrolment
timecreated The time when the user enrolment was created
timemodified The time when the user enrolment was modified

v core_error

This subsystem does not store any data.

~ core_favourites

favourite Stores references to items which have been starred.

database_table

userid The ID of the user who starred the item

component The component which the starred item belongs to e.g. core_user
itemtype The starred item type e.g. course

itemid The identifier for the item being starred

ordering A number used to order starred items of the same type
timecreated The time when the item was starred

timemodified The time when the starred item was last modified

~ core_filepicker

This subsystem does not store any data.



~ core_fileconverter

fileconverter
plugintype_link

~ core_files

files
database_table
contenthash
filepath
filename
userid
filesize
mimetype
source
author
license
timecreated

timemodified

core_userkey

subsystem_link

- core_filters

The fileconverter subsystem acts as a channel, passing requests from plugins to the various

fileconverter plugins.

A record of the files uploaded or shared by users

A hash of the file's content

The path to the file in its file area
The name of the file in its file area
The user who created the file

The size of the file

The MIME type of the file

The source of the file

The author of the file's content
The licence of the file's content
The time when the file was created

The time when the file was last modified

A private token is generated and stored. This token can be used to access Moodle files
without requiring you to log in.

The Filter subsystem does not store any personal data.

~ core_form

filemanager_recentviewm
ode

user_preference

~ core_grades
grade_outcomes
database_table

timemodified

usermodified

grade_outcomes_history

database_table

timemodified

loggeduser

grade_categories_history

database_table

timemodified

loggeduser

Arada itame hictary

Recently selected view mode of the file picker element.

A record of outcomes

The time when the record was modified

The user who last modified the record

A record of previous versions of outcomes

The time when grade versioning occurred

The ID of the user who was logged in when the versioning occurred

A record of previous versions of grade categories

The time when grade versioning occurred

The ID of the user who was logged in when the versioning occurred

A vrannrd Af nraviaiie varecinne Af Aarada itame
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database_table
timemodified

loggeduser

scale
database_table
userid

timemodified

scale_history
database_table
userid
timemodified

loggeduser

grade_grades
database_table
userid
usermodified
finalgrade
feedback
information

timemodified

grade_grades_history
database_table

userid

usermodified
finalgrade

feedback

information
timemodified

loggeduser

grade_import_newitem

database_table

itemname
importcode

importer

grade_import_values
database_table

userid

finalgrade

feedback

importcode

importer

importonlyfeedback

core_files
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The time when grade versioning occurred

The ID of the user who was logged in when the versioning occurred

A record of scales

The user who last modified the record

The time when the record was last modified

A record of previous versions of scales

The user who last modified the record
The time when grade versioning occurred

The ID of the user who was logged in when the versioning occurred

A record of grades

The ID of the user whose grade it is

The ID of the user who last modified the record
The grade

The feedback

Additional information about the grade

The time when the grade was last modified

A record of the previous grades

The ID of the user whose grade it is

The ID of the user who last modified the record
The grade

The feedback

Additional information about the grade

The time when grade versioning occurred

The ID of the user who was logged in when the versioning occurred

Temporary table for storing new grade_item names from grade import

New grade item name
A unique batch code for identifying one batch of imports

User importing the data

Temporary table for importing grades

User whose grade was imported

Raw grade value

Grade feedback

A unique batch code for identifying one batch of imports
User importing the data

Flag if only feedback was imported

Feedback files stored in the gradebook for a user.
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~ core_grading

grading_definitions
database_table
method
areaid

name
description
status
copiedfromid
timecopied
timecreated
usercreated
timemodified
usermodified

options

grading_instances
database_table
raterid

rawgrade

status

feedback
feedbackformat

timemodified

gradingform

plugintype_link

v core_group
groups_members
database_table

groupid
userid

timeadded

core_message

subsystem_link

v core_help

Basic information about an advanced grading form defined in a gradable area.

The grading method which is responsible for the definition.
The area ID where the advanced grading form is defined.
The name of the advanced grading definition.

The description of the advanced grading method.

The status of this advanced grading definition.

The grading definition ID from where this was copied.

The time when the grading definition was copied.

The time when the grading definition was created.

The ID of the user who created the grading definition.

The time when the grading definition was last modified.
The ID of the user who last modified the grading definition.

Some settings of this grading definition.

Assessment record for one gradable item assessed by one rater.

The ID of the user who rated the grading instance.
The grade for the grading instance.

The status of this grading instance.

The feedback given by the user.

The text format of the feedback given by the user.

The time when the grading instance was last modified.

Data for the grading method.

A record of group membership.
The ID of the group.
The ID of the user which is associated to the group.

The timestamp indicating when the user was added to the group.

The group conversations

This subsystem does not store any data.

~ core_hub

This subsystem does not store any data.

v core_h5p

H5P subsystem does not store any personal data.



- core_imscc

This subsystem does not store any data.

- core_install

This subsystem does not store any data.

v core_is06392

This subsystem does not store any data.

~ core_langconfig

This subsystem does not store any data.

~ core_license

This subsystem does not store any data.

~ core_mathslib

This subsystem does not store any data.

~ core_media

Media embedding does not store any personal data.

v core_message

messages
database_table
useridfrom
conversationid
subject
fullmessage
fullmessageformat
fullmessagehtml
smallmessage
timecreated

customdata

message_user_actions
database_table

userid

messageid

action

timecreated

message_conversation_me
mbers

Messages

The ID of the user who sent the message
The ID of the conversation

The subject of the message

The full message

The format of the full message

The HTML format of the full message

A small version of the message

The time when the message was created

Custom data, usually containing internal IDs and a public URL of the sender image (user or
group)

The list of message user actions

The ID of the user who performed this action
The ID of the message this action belongs to
The action that was performed

The time when the action was created

The list of users in a conversation



database_table

conversationid
userid

timecreated

message_conversation_act
ions

database_table

conversationid

userid

timecreated

message_contacts
database_table

userid

contactid

timecreated

message_contact_request
s

database_table

userid

requesteduserid

timecreated

message_users_blocked
database_table

userid

blockeduserid

timecreated

notifications
database_table
useridfrom
useridto

subject
fullmessage
fullmessageformat
fullmessagehtml
smallmessage
component
eventtype
contexturl
contexturlname
timeread
timecreated

customdata

core_message_messagepr
ovider_settings

user_preference

The ID of the conversation
The ID of the user in a conversation

The time when the member was created

The list of conversation user actions

The ID of the conversation this action belongs to
The ID of the user who performed this action

The time when the action was created

The list of contacts

The ID of the user whose contact list we are viewing
The ID of the user who is a contact

The time when the contact was created

The list of contact requests

The ID of the user who sent the contact request
The ID of the user who received the contact request

The time when the contact request was created

The list of blocked users

The ID of the user who performed the blocked action
The ID of the user who was blocked

The time when the blocked action was created

Notifications

The ID of the user who sent the notification
The ID of the user who received the notification
The subject of the notification

The full notification

The notification format

The HTML of the notification

The small message of the notification

The component responsible for sending the notification

The event type

The URL related to this notification

The name of the context

The time when the notification was read

The time when the notification was created

Custom data, usually containing internal IDs and a public URL of the sender picture (if any)

Settings related to messaging



core_favourites The conversations starred by the user

subsystem_link

v core_mimetypes

This subsystem does not store any data.

v~ core_mnet

The MNet plugin does not store any personal data.

v core_my

user_home_page_preferen The user home page preference.
ce

user_preference

v core_notes

post The Notes component stores user notes within the core subsystem.

database_table

content The content of the note.

courseid The ID of the course associated with the note
created The creation date/time for the note.
lastmodified The last modified date/time for the note.
publishstate The publish state of the note.

userid The ID of the user associated with the note

~ core_pagetype

This subsystem does not store any data.

v core_pix

This subsystem does not store any data.

~ core_plagiarism

plagiarism The plagiarism subsystem acts as a channel, passing requests from plugins to the various
plugintype_link plagiarism plugins.

~ core_plugin

This subsystem does not store any data.

~ core_portfolio

portfolio_instance_user Stores data about portfolio instances and preferences.

database_table

instance Portfolio identifier
userid User ID
name Preference name

value Value for the preference



portfolio_log

database_table
userid

time

caller_class

caller_component

portfolio_tempdata

database_table
data
expirytime
userid

instance

portfolio
plugintype_link

v core_privacy

Log of portfolio transfers (used to later check for duplicates)

ID of user who exported content

Time of transfer (in the case of a queued transfer this is the time the actual transfer ran, not
when the user started it)

Name of the class used to create the transfer

Component name responsible for exporting

Stores temporary data for portfolio exports.

Export data
Time this record will expire
User performing export

Portfolio plugin instance being used

The portfolio subsystem acts as a channel, passing requests from plugins to the various
portfolio plugins.

The privacy subsystem does not store any data of its own and is designed to act as a channel between components and the

interface used to describe, export, and remove their data.

v core_guestion

question_attempts
database_table
flagged
responsesummary

timemodified

question_attempt_steps

database_table

state
timecreated
fraction

userid

question_attempt_step_da
ta

database_table

name

value

question
database_table
name
questiontext
generalfeedback
timecreated

timemodified

The information about an attempt at a specific question.

An indication that the user has flagged this question within the attempt.
A summary of the question response.

The time that the question attempt was updated.

Each question attempt has a number of steps to indicate the different phases from beginning
to completion to marking. This table stores the information for each of these steps.

The state of this question attempt step at the end of the step transition.
The date and time that this step transition begun.
The grade that was awarded to this question attempt scaled to a value out of 1.

The user who performed the step transition.

Question attempt steps may have additional data specific to that step. The data is stored in
the step_data table.

The name of the data item.

The value of the data item.

The details about a specific question.

The name of the question.

The question text.

The general feedback for this question.

The date and time when this question was created.

The date and time when this question was updated.



createdby
modifiedby

qtype
plugintype_link

gformat
plugintype_link

gbehaviour
plugintype_link

~ core_rating

rating
database_table
rating
userid
timecreated

timemodified

v core_repository

repository_instances

database_table

name
typeid
userid
username
password
timecreated

timemodified

repository
plugintype_link

v core_rss

core_userkey

subsystem_link

~ core_role

role_capabilities
database_table
roleid

capability
permission
timemodified

modifierid

role_assignments

database_table

The person who created the question.

The person who last updated the question.

The Question subsystem interacts with the Question Type plugintype which contains the
different types of questions.

The Question subsystem makes use of the Question Format plugintype for the purpose of
importing and exporting questions in different formats.

The Question subsystem makes use of the Question Behaviour plugintype.

The user-entered rating is stored alongside a mapping of the item which was rated.

The numeric rating that the user entered.
The user who made the rating.
The time that the rating was first made.

The time that the rating was last updated.

The Repository plugins component stores user repository instances data within the core
subsystem.

The custom name of the repository instance.

The ID type of the repository instance.

The ID of the user owning the repository instance.

The optional username configured for the repository instance.
The optional password configured for the repository instance.
The date/time of creation for the repository instance.

The date/time of modification of the repository instance.

The Repository component stores the repository types within the core subsystem.

User's keys used to access RSS from a URL

The capabilities and override capabilities for a particular role in a particular context

The ID of the role

The name of the capability.

The permission for a capability: inherit, allow, prevent or prohibit.
The date when the capability was created or modified.

The ID of the user who created or modified the capability

This table stores the assigned roles in each context.



roleid The ID of the role

userid The ID of the user

timemodified The date when the role assignment was created or modified.
modifierid The ID of the user who created or modified the role assignment
component Plugin responsible for role assignment, empty when manually assigned.
itemid The ID of enrolment/auth instance responsible for this role assignment
definerole_showadvanced Handle the toggle advanced mode button.

user_preference

-~ core_search

The search subsystem does not store any personal data.

~ core_table

This subsystem does not store any data.

- core_tag

tag The details of each unique tag are stored alongside their description and other related
database_table information

name The name of the tag - this is the normalised version of the name.

rawname The name of the tag - this is the display name.

description The description of the tag.

flag Whether a tag has been flagged as inappropriate.

timemodified The time that the tag was last modified.

userid The ID of the user who created the tag.

tag_instance The link between each tag and where it is used.

database_table

tagid The link to the tag.

ordering The relative order of this tag.

timecreated The time that this tag was linked to the target.

timemodified The time that this tag was modified for the target.

tiuserid Where shared content can be individually tagged by users, the owner of the tag instance is
stored.

~ core_timezones

This subsystem does not store any data.

v core_user

user This table stores the main personal data about the user.

database_table

id The user ID

auth The authentication plugin used for this user record.
confirmed If this is an active user or not.

policyagreed A flag to determine if the user has agreed to the site policy.

deleted A flag to show if the user has been deleted or not.



suspended
mnethostid
username
password
idnumber
firstname
lastname
email
emailstop
icq

skype

yahoo

aim

msn

phonet
phone2
institution
department
address

city

country

lang
calendartype
theme
timezone
firstaccess
lastaccess
lastlogin
currentlogin
lastip

secret
picture

url
description
maildigest
maildisplay
autosubscribe
trackforums
timecreated
timemodified
trustbitmask
imagealt
lastnamephonetic
firstnamephonetic
middlename

alternatename

user_password_history

database_table

userid

hash

A flag to show if the user has been suspended on this system.
An identifier for the MNet host if used

The username for this user.

The password for this user to log into the system.
An identification number given by the institution
The first name of the user.

The surname of the user.

An email address for contact.

A preference to disable notifications from being sent to the user.
The ICQ number of the user.

The Skype identifier of the user

The Yahoo identifier of the user

The AIM identifier of the user

The MSN identifier of the user

A phone number for the user.

A phone number for the user.

The institution that this user is a member of.

The department that this user can be found in.
The address of the user.

The city of the user.

The country that the user is in.

A user preference for the language shown.

A user preference for the type of calendar to use.
A user preference for the theme to display.

The timezone of the user

The time that this user first accessed the site.
The time that the user last accessed the site.

The last login of this user.

The current login for this user.

The last IP address for the user.

Secret.. not sure.

The picture details associated with this user.

A URL related to this user.

General details about this user.

A setting for the mail digest for this user.

A preference for the user about displaying their email address to other users.
A preference as to if the user should be auto-subscribed to forums the user posts in.
A preference for forums and tracking them.

The time this record was created.

The time when the record was modified

The trust bit mask

Alternative text for the user's image.

The phonetic details about the user's surname.
The phonetic details about the user's first name.
The middle name of the user

An alternative name for the user.

A rotating log of hashes of previously used passwords for the user.

The user ID linked to this table.

A hash of a previous password.



umecreaiea

user_password_resets

database_table

userid
timerequested
timererequested

token

user_lastaccess
database_table
userid

courseid

timeaccess

user_devices
database_table
userid

appid

name

model
platform
version
pushid

uuid
timecreated

timemodified

course_request
database_table
fullname
shortname
summary
category

reason

requester

sessions
database_table
state

sid

userid
sessdata
timecreated
timemodified
firstip

lastip

my_pages
database_table

userid

Ine ume uns recora wads credtlea.

A table tracking password reset confirmation tokens

The user ID linked to this table.
The time that the user first requested this password reset
The time the user re-requested the password reset.

secret set and emailed to user

Information about the last time a user accessed a course.

The user ID linked to this table.
Course ID

The time for access to the course.

This table stores user's mobile devices information in order to send PUSH notifications

The user ID linked to this table.

The app ID, usually something like com.moodle.moodlemobile
The device name, occam or iPhone etc..

The device name, occam or iPhone etc..

The device platform, Android or iOS etc

The device version, 6.1.2, 4.2.2 etc..

The device PUSH token/key/identifier/registration ID

The device vendor UUID

The time this record was created.

The time when the record was modified

Stores information about requests for courses that users make.

The fullname for this course.

A short name for the course.

A description of the course.

The category identifier

The reason for requesting this course.

The ID of the user who requested the course

Database based session storage

0 means a normal session

The session ID

The user ID linked to this table.

Session content

The time this record was created.

The time when the record was modified
The first IP address recorded

The last IP address for the user.

User pages - dashboard and profile. This table does not contain personal data and only used

to link dashboard blocks to users

The user who owns this page or O for system defaults



name

private

user_preferences
database_table

userid
name

value

core_files

subsystem_link

v core_userkey

user_private_key
database_table
script

value

userid

instance
iprestriction
validuntil

timecreated

~ core_webservice

external_tokens
database_table
token
privatetoken
tokentype
userid

creatorid
iprestriction
validuntil
timecreated

lastaccess

external_services_users
database_table

userid

iprestriction

validuntil

timecreated

v core
config_log
database_table

userid

timemodified

Page name

Whether or not the page is private (dashboard) or public (profile)

Preferences associated with the given user

The user ID
Preference name

Preference value

There are multiple different files for the user stored in the files table.

Private keys for the user.

The script which is responsible for the user key.

The value of the key.

The user associated with the key.

The instance of the script.

The IP address range that this key can be used from.
The date that the private key is valid until

The date and time that the key was created.

A record of tokens for interacting with Moodle through web services or Mobile applications.

The user's token

A more private token occasionally used to validate certain operations, such as SSO
The type of token

The ID of the user whose token it is

The ID of the user who created the token

IP restricted to use this token

The date that the token is valid until

The date when the token was created

The date when the token was last used

A list of users who can use a certain external service
The ID of the user

IP restricted to use the service

The date that the authorisation is valid until

The date when the record was created

The log of configuration changes.

The user who made the change.

The time that the change was made.



plugin
name
value

oldvalue

upgrade_log
database_table
type

plugin
version
targetversion
info

details
backtrace
userid

timemodified

task_adhoc
database_table
component

nextruntime

userid

task_log
database_table
component

userid

events_queue
database_table
eventdata
stackdump
userid

timecreated

log
database_table
time

userid

ip

action

url

info

The plugin modified.
The name of the setting changes.
The new value for this setting.

The previous value for this setting.

The upgrade log.

The type of log entry.

The plugin which was upgraded.

The old version of the plugin.

The new version to upgrade to.

The main information for this upgrade step.

Extra information relating to the upgrade.

Any backtrace associated with this upgrade step.
The user who ran the upgrade.

The time that the upgrade took place.

The status of ad hoc tasks.

The component owning the task.
The earliest time to run this task.

The user to run the task as.

Log output for a log

The component owning the task.

The user that the task belonged to.

The queue of user events waiting to be processed.

The data stored in the event.
Any stacktrace associated with this event.
The user ID associated with this event

The time that this event was created.

A collection of past events

The time when the action took place

The ID of the user who performed the action
The IP address used at the time of the event
A description of the action

The URL related to the event

Additional information
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